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Contacting RUCKUS Customer Services and Support

The Customer Services and Support (CSS) organization is available to provide assistance to customers with active warranties on their RUCKUS
products, and customers and partners with active support contracts.

For product support information and details on contacting the Support Team, go directly to the RUCKUS Support Portal using https://
support.ruckuswireless.com, or go to https://www.ruckuswireless.com and select Support.

What Support Do | Need?

Technical issues are usually described in terms of priority (or severity). To determine if you need to call and open a case or access the self-service
resources, use the following criteria:

e  Priority 1 (P1)—Critical. Network or service is down and business is impacted. No known workaround. Go to the Open a Case section.

e  Priority 2 (P2)—High. Network or service is impacted, but not down. Business impact may be high. Workaround may be available. Go to
the Open a Case section.

e  Priority 3 (P3)—Medium. Network or service is moderately impacted, but most business remains functional. Go to the Self-Service
Resources section.

e  Priority 4 (P4)—Low. Requests for information, product documentation, or product enhancements. Go to the Self-Service Resources
section.

Open a Case

When your entire network is down (P1), or severely impacted (P2), call the appropriate telephone number listed below to get help:
e Continental United States: 1-855-782-5871
e Canada: 1-855-782-5871

e  Europe, Middle East, Africa, Central and South America, and Asia Pacific, toll-free numbers are available at https://
support.ruckuswireless.com/contact-us and Live Chat is also available.

e  Worldwide toll number for our support organization. Phone charges will apply: +1-650-265-0903

We suggest that you keep a physical note of the appropriate support number in case you have an entire network outage.
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Preface
Document Feedback

Self-Service Resources
The RUCKUS Support Portal at https://support.ruckuswireless.com offers a number of tools to help you to research and resolve problems with your
RUCKUS products, including:

o  Technical Documentation—https://support.ruckuswireless.com/documents

e  Community Forums—https://forums.ruckuswireless.com/ruckuswireless/categories

e  Knowledge Base Articles—https://support.ruckuswireless.com/answers

e  Software Downloads and Release Notes—https://support.ruckuswireless.com/#products_grid

e  Security Bulletins—https://support.ruckuswireless.com/security

Using these resources will help you to resolve some issues, and will provide TAC with additional data from your troubleshooting analysis if you still
require assistance through a support case or RMA. If you still require help, open and manage your case at https://support.ruckuswireless.com/
casefmanagement.

Document Feedback

RUCKUS is interested in improving its documentation and welcomes your comments and suggestions.
You can email your comments to RUCKUS at #Ruckus-Docs@commscope.com.

When contacting us, include the following information:
e  Document title and release number
e  Document part number (on the cover page)
e  Page number (if appropriate)
For example:
e  RUCKUS SmartZone Upgrade Guide, Release 5.0
e  Part number: 800-71850-001 Rev A
e Page7

RUCKUS Product Documentation Resources

Visit the RUCKUS website to locate related documentation for your product and additional RUCKUS resources.

Release Notes and other user documentation are available at https://support.ruckuswireless.com/documents. You can locate the documentation by
product or perform a text search. Access to Release Notes requires an active support contract and a RUCKUS Support Portal user account. Other
technical documentation content is available without logging in to the RUCKUS Support Portal.

White papers, data sheets, and other product documentation are available at https://www.ruckuswireless.com.

Online Training Resources

To access a variety of online RUCKUS training modules, including free introductory courses to wireless networking essentials, site surveys, and
products, visit the RUCKUS Training Portal at https://commscopeuniversity.myabsorb.com/.
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Preface
Command Syntax Conventions

The following table lists the text conventions that are used throughout this guide.

TABLE 1 Text Conventions

Convention Description
monospace Identifies command syntax examples
bold User interface (Ul) components such

as screen or page names, keyboard
keys, software buttons, and field
names

italics Publication titles

Notes, Cautions, and Safety Warnings

Example
device (config) # interface ethernet 1/1/6

On the Start menu, click All Programs.

Refer to the RUCKUS Small Cell Release Notes for more information.

Notes, cautions, and warning statements may be used in this document. They are listed in the order of increasing severity of potential hazards.

NOTE

A NOTE provides a tip, guidance, or advice, emphasizes important information, or provides a reference to related information.

ATTENTION

An ATTENTION statement indicates some information that you must read before continuing with the current action or task.

CAUTION
A A CAUTION statement alerts you to situations that can be potentially hazardous to you or cause damage to hardware, firmware,

software, or data.

DANGER
A A DANGER statement indicates conditions or situations that can be potentially lethal or extremely hazardous to you. Safety labels are
also attached directly to products to warn of these conditions or situations.

Command Syntax Conventions

Bold and italic text identify command syntax components. Delimiters and operators define groupings of parameters and their logical relationships.

Convention Description

bold text Identifies command names, keywords, and command options.
italic text Identifies a variable.

[] Syntax components displayed within square brackets are optional.

Default responses to system prompts are enclosed in square brackets.

{x|yl z} A choice of required parameters is enclosed in curly brackets separated by vertical bars. You must select one of the options.
x|y A vertical bar separates mutually exclusive elements.
<> Nonprinting characters, for example, passwords, are enclosed in angle brackets.

Repeat the previous element, for example, member[member...].

\ Indicates a “soft” line break in command examples. If a backslash separates two lines of a command input, enter the entire command at

the prompt without the backslash.
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Introduction to Unleashed Multi-Site Manager

This Unleashed Multi-Site Manager User Guide describes how to install, configure, and manage the Unleashed Multi-Site Manager application or
software.

This guide is written for those responsible for installing and managing network equipment. Consequently, it assumes that the reader has a basic
working knowledge of local area networking, wireless networking, and wireless devices.

NOTE
If release notes are shipped with your product and the information there differs from the information in this guide, follow the instructions
in the release notes.

Most user guides and release notes are available in Adobe Acrobat Reader Portable Document Format (PDF) or HTML on the RUCKUS support
website at https://support.ruckuswireless.com/documents .

Related Documentation

In addition to this User Guide, each Unleashed Multi-Site Manager documentation set includes the following:

o  Online Help: Provides instructions for performing tasks using the Unleashed Multi-Site Manager interface. The online help is accessible
from the interface and is searchable.

o Release Notes: Provides information about the current software release, including new features, enhancements, and known issues.

RUCKUS Unleashed Multi-Site Manager User Guide, 2.5
Part Number: 800-72985-001 Rev A 11


https://support.ruckuswireless.com/documents

12

RUCKUS Unleashed Multi-Site Manager User Guide, 2.5
Part Number: 800-72985-001 Rev A



Introducing RUCKUS Unleashed Multi-Site
Manager

Unleashed MUIti-Sit€ Manager OVEIVIEW.......c..cuueiutirierieeieeritenite et et et esttesteebeesteesaaesabesstesstesasesseesseesssesaseeseenseenssesnsens 13
INEFOAUCING LITE MOTE......eieiiiieiieeeeect ettt ettt et ettt et e s st e s it e et e e saeess b e eabeebee st esabeeabeenbeanatesabesabeenseensaenasanns 13
ManagemMENt SOFEWAIE ANT SEIVET.......coviiiiiiiierteete ettt sttt et sa e st e st e e b e e sbt e st e e b e e bt esatesabeeabeesseesabesaseenseensnens 14
Where Should You Place Unleashed MuUlti-Sit€ Manager?.......coueoiioierieiieeitesteeteeie ettt ettt ae et e sanesbeesaeesanes 14
L3V L= 1 1 T P TSSO U SRR UPRPOPPPPPPPPPPPPPPRt 15

Unleashed Multi-Site Manager Overview

RUCKUSUnleashed Multi-Site Manager software is an intelligent, scalable network management system designed to facilitate administration of your

dispersed ZoneDirector devices, Unleashed networks and ICX switches.

The software offers a dashboard displaying device views, alarms and events: Processes notifications received from managed RUCKUS devices and

displays them in an easy-to-understand and easy-to-use graphical user interface accessible via a Web browser.

NOTE
Unleashed Multi-Site Manager does not support solo APs, except for RUCKUS P300.

ATTENTION
By downloading Unleashed Multi-Site Manager, be advised that:

e  This information may be transferred and stored outside of your country of residence where data protection standards may be

different.

Introducing Lite Mode

Unleashed Multi-Site Manager 2.4 introduces 'Lite' mode along with the existing standard mode.

Lite mode can manage more devices with lesser functionalities compared to standard mode. UMM 2.4 and later release allows the customer to
choose between standard and lite mode during the initial installation process. Refer to the Installing from an FTP Download on page 20 for more

information.

TABLE 2 Difference between Standard and Lite mode

Functionality Standard mode Lite mode

Dashboard AP clients Supported Not supported
Dashboard AP client OS/Radio/Vendor Supported Not supported
Device AP and radio traffic statistics Supported Not supported
Device clients statistics Supported Not supported
Device clients events Supported Not supported
Rogues APs Supported Not supported
Device traffic analysis Supported Not supported
Reports Supported Not supported
Backup elasticsearch DB Supported Not supported
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Introducing RUCKUS Unleashed Multi-Site Manager
Management Software and Server

TABLE 2 Difference between Standard and Lite mode (continued)

Functionality Standard mode Lite mode
Configurable statistic data purge policy Supported Not supported
Unleashed managed ICX port traffic statistics Supported Not supported

Management Software and Server

The software is installed on a Linux-based server. The installation includes Web server, MariaDB, and Elasticsearch database components for

communicating with and tracking your dispersed RUCKUS devices.

For the specific installation steps, refer to Installing the Software on page 19.

Event Times

Unleashed Multi-Site Manager stores all event times in Coordinated Universal Time (UTC) (and appropriate offsets). Event times that appear on the

Web interface are automatically adjusted to the client’s local time settings.

NOTE
If the server time is changed (for example, when corrected from a wrong time zone), then Unleashed Multi-Site Manager must be

restarted to apply this change.

NOTE
When the server time is not synchronized with the local time, scheduled tasks may not run when expected, and reports may contain

incorrect results. To ensure that scheduled tasks run when scheduled, synchronize the time on the server with the local time. You can do

this by installing an NTP client on the server.

Management Protocol

Unleashed Multi-Site Manager supports the Technical Report 069 (TR-069) CPE WAN Management Protocol (CWMP) as defined by the DSL Forum
(https://www.broadband-forum.org).

Internet Accessibility

Unleashed Multi-Site Manager requires an Internet-accessible interface to enable:

e  Enable Remote management: If the computer that you are using to access the web interface is not on the same local network as
Unleashed Multi-Site Manager, then logging in to the web interface remotely requires the host Linux server to be remotely accessible via
HTTPS.

e The Map View feature: Map View data is provided by Google Maps or Bing Maps, and thereforeUnleashed Multi-Site Manager must be
able to connect to Google Maps or Bing Maps via the Internet to display the maps. When the software is unable to access Google Maps or
Bing Maps, gray boxes appear on the web interface, instead of the map that Google Maps or Bing Maps provides.

Where Should You Place Unleashed Multi-Site Manager?

Because you want Unleashed Multi-Site Manager to be as available as possible to the remote devices being managed, you should place it in your

network accordingly.

RUCKUS Unleashed Multi-Site Manager User Guide, 2.5
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Introducing RUCKUS Unleashed Multi-Site Manager
Key Terms

NOTE
Make sure that the IP address of the Unleashed Multi-Site Manager is reachable via HTTPS from outside of your internal network.

Key Terms

Before using the Unleashed Multi-Site Manager, RUCKUS recommends that you become familiar with the key terms that are used in this Guide and
on the web interface. The following table lists terms that are key to full understanding and proper use of Unleashed Multi-Site Manager.

TABLE 3 Key Terms

Term Description

Device Registration Enable software management on the Unleashed and ZoneDirector devices and then they will register to Unleashed Multi-Site
Manager automatically.

Periodic Inform Interval The frequency at which managed RUCKUS devices must synchronize with the application. When RUCKUS devices call home
periodically, the software can verify proper operation of managed devices.

Group Grouping devices physically and assigning them various permissions, controls, and reporting.

Default Mail to Refers to the email address to which messages are sent from the system based on various events. You enter this email address

either during the installation procedure or in the To field on the Administer > System Settings > SMTP Settings page.
You must specify an SMTP server to send email notifications to this email address. Refer to SMTP Settings on page 105.
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Installing and Upgrading Unleashed Multi-Site
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Firewall Ports that Must Be Open for Communications

CAUTION
A The tasks described in this chapter should be undertaken only by an experienced network administrator or under the guidance of your
service provider or technical support professional.

Depending on how your network is designed, you may need to edit the iptables file and open communication ports on any firewalls located
between Unleashed Multi-Site Manager and RUCKUS devices. Refer to the following URLs which include information about how to edit the iptables
file:

e  http://en.wikipedia.org/wiki/lptables

o  http://www.thegeekstuff.com/2010/07/list-and-flush-iptables-rules

e  https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/é/html/Security_Guide/index.html (and read all the

IPTables information under the "Firewalls" section).

The following table lists the ports that need to be open for different types of communications.

TABLE 4 Firewall Ports That Must Be Open for Unleashed Multi-Site Manager Communications

Communication Ports

ZoneDirector and Unleashed (Device)

HTTPS port for Device registration TCP destination port 443

HTTPS port for WebUI login TCP destination port 8443

HTTP TCP destination port 80

SSH TCP destination port 22

SSH Tunnel (nginx) TCP destination port 9443
NOTE

If Unleashed Multi-Site Manager is behind the NAT server, you must map the TCP 22, 80, 443, 8443 and 9443 ports to the Unleashed
Multi-Site Manager server

NOTE
For ZoneDirector and Unleashed 200.5 devices, port 80 is used to download the configuration file from Unleashed Multi-Site Manager.
Therefore, ensure port 80 is open in the firewall; otherwise, the restore task will continue to display the status as Applying.

NOTE

Ensure port 443 is open in the firewall when Unleashed Multi-Site Manager manages ICX switches, because switches register to the
application through port 443 and this port is not configurable on the switch. ICX switches use port 443 and port 22 to register to UMM
server by default.

RUCKUS Unleashed Multi-Site Manager User Guide, 2.5
Part Number: 800-72985-001 Rev A 17


http://en.wikipedia.org/wiki/Iptables
http://www.thegeekstuff.com/2010/07/list-and-flush-iptables-rules
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/html/Security_Guide/index.html
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Administering a Linux Server

Administering a Linux Server

RUCKUS recommends that you use the following OS:

CentOS release 6.5 (64 bit)
CentOS release 7.2 (64 bit)
Red Hat Enterprise Linux Server release 6.5 (64 bit)
Red Hat Enterprise Linux Server release 7.2 (64 bit)

Continue with the following sections to install the software on a Linux server.

Preparing the Server for Software Installation

Before installing the software, make sure your environment, including the target Linux server, meets all the requirements. You must prepare the

host server for Unleashed Multi-Site Manager installation and operation.

What You Will Be Doing

Prepare a clean Linux server according to the minimum system requirements.

Place the server on a subnet that is reachable by the RUCKUS devices to be managed.

Customize your DHCP server.

Before you install Unleashed Multi-Site Manager, ensure that you upgrade Openssl and its library according to their Linux version:

- RedHat/CentOS 6.x: Openssl 1.0.1 +
- RedHat/CentOS 7.x: Openssl 1.0.2 +

A sample to upgrade OpenSSL version with Linux yum:

yum upgrade openssl 1.0.2

Server System Requirements

When deciding on the Linux server on which to install the software, you must consider the number of devices that your software installation must

manage. The target server must meet the following minimum requirements:

CPU and RAM: Depends on the number of managed ZoneDirector devices, Unleashed APs, and ICX switches on the purge policy. Refer to
the RUCKUS Unleashed Multi-Site Manager Release Notes for the hardware specifications.

RUCKUS recommends that you use the following OS:

-  CentOS release 6.5 (64 bit)

- CentOS Linux release 7.2 (64 bit)

- Red Hat Enterprise Linux Server release 6.5 (64 bit)
- Red Hat Enterprise Linux Server release 7.2 (64 bit)

HDD: 30 GB dedicated to Unleashed Multi-Site Manager, minimum
RAM: 8 GB dedicated to Unleashed Multi-Site Manager, minimum
CD-ROM device if you choose to use this method of installation
Mouse

Network adapter

Refer to the most recent Unleashed Multi-Site Manager Release Notes for detailed information.
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CAUTION
A To ensure that normal software operations run smoothly, make sure that the target Linux server has at least 160 GB of free disk space
dedicated to it.
The software disk space requirement is doubled when it is being updated.
Database backups also consume extra disk space. The required extra disk space is determined by the number of database backups.
If the software does not have sufficient disk space, then the Unleashed Multi-Site Manager services may encounter errors.

NOTE
When you are backing up the software database, make sure that the Linux server has at least 10 GB of available disk space to ensure a
successful database backup.

Web Browser Requirements

The web interface works with the latest version of Firefox and Chrome web browsers. It is optimized for a 1280 x 1024 (and higher) screen
resolution.

Editing the Server Hosts File

Unleashed Multi-Site Manager stores some of its configuration settings on a MariaDB server database that is installed when the software is
installed. To ensure that software can connect to this MariaDB database after installation, you must edit your Linux server hosts file to include its
DNS-related information.

NOTE
If you are planning to enable SMTP notification on the software, then you must add another line in the hosts file for your SMTP server’s
DNS information. For more details, refer to SMTP Settings on page 105.

NOTE
If you use a period (.) in the host name to separate the host name.from the domain name, then you are not allowed to use a digit-only
domain name. For instance, UMM.ruckus and UMM.98ABC are allowed, and UMM.98 and Localhost.12345 are not allowed.

1. Go to the /etc directory, and then open the hosts file.
2. Add the following line to the hosts file:

127.0.0.1 fully.qualified.domain.name localhost

3. Save the hosts file.

Installing the Software

You can install the software via CD-ROM or via FTP on a Linux workstation that meets the system requirements listed in Server System Requirements
on page 18.

NOTE
The install script, install. sh, must be launched from a terminal window and not from the file browser.

CAUTION
A If your Linux server contains an instance of MariaDB before the software installation, then that MariaDB instance and all dependent
packages must be uninstalled before initializing the software installation.
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Installing from a CD-ROM
1. Loginto the host server as root.
2. Insert the software CD into the CD-ROM drive.

If the software server does not automatically mount the CD-ROM, then continue with Step 3. If the server automatically mounts the CD-
ROM, then continue with Step 5.

3. Enter the following command to create a mount point (or directory where you want to mount the CD-ROM):

# mkdir -p /mnt/cdrom

4. Enter the following command to mount the CD-ROM manually to the created mount point:
# mount /dev/cdrom /mnt/cdrom

5. Change directory (cd) to the mount point for the CD-ROM.

6. Execute the install script install.sh.

# ./install.sh

Continue with the figure in Step 7 and then Step 8 in the next task, Installing from an FTP Download.

Installing from an FTP Download
Before performing this task, learn about roles at User Roles and Privileges on page 81.

1. Login to the host server as root.
2. Upload the *.ISO file (or patch file) to somewhere on the hard drive, such as /tmp.

3. Make sure that the *.I1SO file owner is root : root:

# chown root:root *.ISO

4. Make a directory for the mount:

# mkdir ISO

5.  Mount the *.ISO file:

# mount -o loop *.ISO ISO

6. Change to the ISO directory:

# cd ISO
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7. Execute the install script install.sh.

# ./install.sh

FIGURE 1 Partial Software Installation (Including Program Location, Domain Identification, and Admin Password Configuration)
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You are prompted to verify the system date and time:

Your system time and timezone is:Thu, 16 Aug 2012 17:45:08 +0800.
yes? (Put yes to continue or program will be terminated!) :yes
choose yes

The installation script performs some connection tests:

Testing network connection for 'localhost'

Result: Ok

The hostname of this machine is 'localhost.localdomain'
Testing network connection for localhost.localdomain

Result: Ok
Testing network connection for '127.0.0.1"'
Result: Ok
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Installing and Upgrading Unleashed Multi-Site Manager
Administering a Linux Server

Enter the location where you want to install the software. A default location is provided. Press Enter to accept the default location.
Location[/home/UMM] :
Before the installation process begins to install the software, respond to the prompt message by entering the number associated to your
choice of mode. Enter '1' or press the <Enter key> if you want to install the standard mode. Enter '2' to install the lite mode.
The installation process is starting, please wait...
Standard/Lite mode:1/2, or press <Enter Key> to use standard mode:

Standard/Lite mode[1]:
Standard mode.

Enter your organization’s domain name. By default, the domain name is appended to the word “admin”, creating the default Unleashed
Multi-Site Manager user account: admin@domain.com. The admin@domain.com user account is a Super User in the software
system and cannot be deleted.

domain name (e.g., <your domain>.com): domain.com

Enter a password for the software admin@domain.com user account.

Password: password
Please confirm your password: password

Enter a password for the MariaDB root account.

Password: password
Please confirm your password: password

Enter the HTTPs port number for the device.

Https port[443]:

Enter the HTTPs port number for the Web Browser.

Https port[8443]:
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15. Enter your SMTP server host name and port number, as well as a default email address to which alerts for software system events are

sent.

The SMTP server is the email server that Unleashed Multi-Site Manager uses to send alert notifications or system logs. You can change
these settings on the Administer > System Settings page after installation.

The default SMTP port is 25. Press Enter if your SMTP server is already using port 25.
SMTP host: hostname

SMTP port[25]:
Mail to: username@domain.com

FIGURE 2 Configuring the SMTP Settings

16. Enter the SSH Tunnel port number and the SSH port number.

Please enter the SSH Tunnel port number, or press <Enter Key> to use the default value:
SSHTunnel port[9443]:

Please enter the SSH port number, or press <Enter Key> to use the default value:

SSH port[22]:

When the installation completes, a success message appears.

You have completed installing the Unleashed Multi-Site Manager software. You can now log in to the Web interface and configure the software

settings. For more information, refer to on page 27.

NOTE
If errors occur during installation, then details of these errors are written to the install. log file. RUCKUS may ask you to provide the
install. log file if you request support in troubleshooting your software installation.

After you complete the installation, the following files are installed in the software directory (/home / UMM/):

24

shutdown . sh: Shuts down software services.

startup. sh: Restarts software services after they have been shut down.
restart. sh: Shuts down then restarts software services.

upgrade . sh: Upgrades the existing software.

backup . sh: Backs up the software database.
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e restore.sh: Restores a backup of the software database.
e README: Application notes.
e install.log:Complete record of installation, including your settings.

e uninstall.sh: Uninstalls the software.

Upgrading the Software

RUCKUS releases Unleashed Multi-Site Manager software updates that contain feature enhancements or fixes for known issues. These software
updates are made available on the RUCKUS Support website or released through authorized channels. Update files typically use {version
number} .patch. tar for their file naming convention (for example, 2.1 2.2 2.3-2.4.0.0.22.tar).

Refer to the latest Unleashed Multi-Site Manager Release Notes for detailed upgrade information.

CAUTION

A Although the software update process has been designed to preserve all software configuration settings, RUCKUS strongly
recommends that you back up the software database, in case the update process fails for any reason. For information on how to back
up the database, refer to Backing Up the Database from the Command Line Interface on page 25 and Backing Up and Restoring the
Database from the Web Interface on page 92.

NOTE

After completing the software update, RUCKUS recommends backing up the software database so that you have a backup of the updated
database schema. For instructions on how to back up the database, refer to Backing Up the Database from the Command Line Interface
on page 25 and Backing Up and Restoring the Database from the Web Interface on page 92.

Uninstalling the Software

Execute the software uninstall script.
# [root@umm UMM]# ./uninstall.sh

After you execute the uninstall script, it performs the following steps:

a. It shuts down the Tomcat server.

b. It shuts down the MariaDB and Elasticsearch server.

c. It deletes the configuration files, and uninstalls the software services.

d. Itrestores the original /etc/my. cnf file.

e. ltfinds /etc/my.cnf.ruckus, andthenrenamesitto /etc/my.cnf.

f.  Finally, it deletes the /home /UMM directory.
When the uninstall script completes deleting the /home /UMM directory, the uninstallation process is complete.

Backing Up the Database from the Command Line Interface

It is good practice to back up your software database before installing a new version of any software. Although RUCKUS has done its best to ensure
a seamless experience when using Unleashed Multi-Site Manager, you should protect your data by creating a backup of all critical data stored on
your host software server. RUCKUS recommends that you back up and reload your software database tables from any previous version when
upgrading to the next major version or patch release.

Unleashed Multi-Site Manager includes backup . sh, a script for backing up the software database, which is located in its root directory.
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Follow these steps to back up the software database.

1.  Onthe Linux server, go to the software root directory (/home /UMM).
2. Execute the database backup script.

o  To back up the software database to a specific file path and file name, enter the following command:
./backup.sh
Press Enter. You can enter the file name and then Unleashed Multi-Site Manager starts database backup.

Type a name for the database that you are saving. If you want Unleashed Multi-Site Manager to assign a file name automatically (in
the format DB_[YYYY-mm-dd-hh]), leave this blank.

Input the file name.

When the backup process is completed, a message appears in the command line interface, informing you that the software database has been
backed up successfully.

For more information about backing up and restoring the database via the Web interface, see Backing Up the Database from the Web Interface on
page 93

Restoring the Database from the Command Line Interface

Unleashed Multi-Site Manager provides restore. sh, a script for restoring a backup copy of the software database located in the software root
directory.

CAUTION
A Before starting this procedure, take note of the file path and file name of the software database backup file. You need to enter this
information when you execute the restore script.

Follow these steps to restore a backup copy of the software database.

1.  Onthe Linux server, go to the software root directory (/home /UMM).

2. Execute the database restore script by entering the following command:
# ./restore.sh
Press Enter and provide the filename. Unleashed Multi-Site Manager will restore the database.
For example,
[root@localhost UMM]# ./restore.sh
Enter the path of your backup file.

When the restore process is completed, a message appears in the command line interface, informing you that the Unleashed Multi-Site Manager
database that you specified has been restored successfully.

After Installation

With Unleashed Multi-Site Manager now installed, you can log in and configure the software to manage your RUCKUS devices. The chapters that
follow guide you through all of these configuration tasks.
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Logging In to Unleashed Multi-Site Manager

Use one of the Web browsers described in Web Browser Requirements on page 19 to access the software Web interface:

NOTE

The default Unleashed Multi-Site Manager OVA login credentials are as follows:
a. username: admin@ruckus.com

b. password: admin

The default Linux login credentials are as follows:

a. username: root

b. password: ruckus

NOTE

When accessing the Web interface, RUCKUS recommends using a monitor with at least 1280 x 1024 screen resolution. If you use a
monitor with lower resolution, then you may not be able to see all Web interface elements at the same time and you may have to scroll
through the page to see hidden elements.

1. On your computer, open a Web browser window.
2. Inthe browser window, type the IP address or host name (if you have set up DNS for the server) of the software server as follows:
https://<ipaddress>:8443
__OR__

https://umm:8443
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3. Press Enter to initiate the connection.

If you are using HTTPS, then a security alert dialog box appears. Click OK/Yes/Proceed anyway to continue.

NOTE

By default, Unleashed Multi-Site Manager uses a RUCKUS signed security certificate that Web browsers do not recognize,
causing them to display the security alert. If you want to prevent the security alerts from appearing every time you connect to
the software using HTTPS, then you can install a certificate issued by a recognized certificate authority such as VeriSign. For
information, refer to Managing SSL Certificates on page 85.

The RUCKUS Admin login page appears.

FIGURE 3 RUCKUS Admin Login Page
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4. If you are not using remote authentication, then type the administrator account user name and password that you configured during
installation.

The full user name includes the company domain name that you specified during the software installation (refer to Installing the Software
on page 19). For example:

User Name: admin@domain.com

Password: admin

5. If you are using remote authentication, then log in using the TACACS+ server configured in TACACS+ on page 108.

NOTE
If you log in using the TACACS+ server, then your user name appears in the top right of the Unleashed Multi-Site Manager page
followed by (Tacacs+).

6. Click Log In. The Web interface appears in the browser window. The Dashboard workspace appears by default.

For more on the Dashboard, refer to Getting to Know the Dashboard on page 30.

NOTE

If you recently upgraded the software, then RUCKUS strongly recommends that you clear your Web browser’s cache before
logging in to the Web interface. This helps ensure that the Web interface shows all the changes and enhancements that were
implemented in the new software version.
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Features of the Web Interface

FIGURE 4 The Web Interface
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TABLE 5 Web Interface Elements

No. Interface Element

1 Main Menu

2 Submenu

3 Alarms, Help and Log Out
4 APs and Switch panel
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Interface Element Description

Seven tabs group related tasks that you can perform in Unleashed Multi-Site Manager . These tabs include:

Dashboard

Devices

Tasks

Unleashed-Zero Touch
Reports
Administration

System

On each tab are second level menu items that, when clicked, display related options in the content area to the right.

Alarm severity is classified into the order of Critical, Major, Minor and Warning. It shows the number of alarms
triggered based on the severity. For example, if Critical alarms are generated, it will show the number of critical
alarms. If there aren't any critical alarms, then it will show the number of alarms in the next severity type - the
number of Major alarms.

Shows the major alarms (if enabled in Monitor > Alarm Settings).

Shows the current software date and time.

Click the Help link to open the online help.

Click the Log Out link to log out of the software. The user name identifies the user who is logged in.

If Unleashed Multi-Site Manager has an active trial license file, then a notice appears that the software is using
the trial license file and when the trial license file expires.

Unleashed Multi-Site Manager will not delete the device when license expires. It just changes the status of the
device which does not have enough licenses to license exceed and stops to monitor and manage them.

Displays the number of APs and switches that are connected and disconnected for a period of time.
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TABLE 5 Web Interface Elements (continued)

No. Interface Element Interface Element Description
5 Clients panel Displays the number of clients that are connected for a period of time.
6 Clients OS/Radio/Vendor Displays the OS/Radio/Vendor utilization by the clients.
panel You can modify the dashboard view by selecting the following options present above this panel:

) Auto Refresh

. Time Period

. Group All
7 Map Displays information about the APs deployed in the Goggle map.
8 Recent Events/Alarm Displays the events/Alarm that were recently triggered for the device (ZoneDirector, Unleashed APs or ICX switches). You

can also sort the events to view them by severity type.

Getting to Know the Dashboard

After you log in to Unleashed Multi-Site Manager, the Dashboard is the first page that is displayed. The Dashboard provides a quick summary of
what is happening on Unleashed Multi-Site Manager and its managed devices.

The Auto Refresh menu allows you to select the time interval for the page to refresh automatically and display the latest information. The Time
Period menu allows you to select the period of time for which data must be displayed in the Dashboard. You have the option to select 12 hours, 24
hours, 7 days, or 3 months. The Group All menu allows you to select the data you want to display on the Dashboard. You can select All or select
another group based on the user.

FIGURE 5 The Dashboard
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The Dashboard displays at-a-glance information about the following managed devices:
e  The number of connected and disconnected ZoneDirector and Unleashed devices.
o  The number of connected and disconnected switches.

o  The number of APs that are registered with ZoneDirector and Unleashed devices (which, in turn, are being managed by Unleashed Multi-
Site Manager).
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FIGURE 6 AP Clients Graph
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The number of AP clients that are associated with the currently connected APs are displayed. Pause the pointer along the graph to display
the connected clients at any time within the selected time range. The graph displays the number of connected AP clients depending on

the time period option selected. For example, if you select 12 hours, then the graph displays trends for devices connected for the last 12
hours.

o The AP Client OS panel displays a donut chart of wireless clients based on the operating systems (Windows, Vista, Android, iOS, and
others) that they are running.

FIGURE 7 AP Client OS Chart
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Pause the pointer on the chart to see the percentage share of OS used by client devices. For example, 56% for Windows means, out of the
total client devices accessing the server, 56 percent of those devices are using the Windows operating system. The percentage of various
versions of each OS accessing the server is displayed also.

The Client charts display a donut chart of wireless clients based on the operating system, radio frequency and vendors. Pause the pointer
over the chart for more information. For example, if you pause the pointer over the OS vs. Clients chart, is displays that 25% of the clients

are iOS OS users.

FIGURE 8 Client Charts
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A map which displays the AP and device information across the globe. Pause the pointer on the AP, switch, or device to see the respective

statistics.

FIGURE 9 AP and Device Information Map
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The Recent Events panel displays information about events that have occurred on Unleashed Multi-Site Manager, on managed

ZoneDirector, Unleashed devices, ICX switches and on clients.

The following table describes the information that you can find on the Recent Events panel.

TABLE 6 Columns on the Recent Events Panel

Column Name

Description

Time

Displays the event time stamp.
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Getting Started Tasks
TABLE 6 Columns on the Recent Events Panel (continued)
Column Name Description
Event Type Displays the name of the event (as assigned by RUCKUS).
Device Name Name of device reporting the event. Click this link to go to the devices reporting the specific event.
Activity Events description.

The information in the Recent Events can be displayed based on the severity (Show All, Medium and High , and High Only), which you
can select from the top-right corner of the panel.

o  The Recent Alarms panel displays information about alarms that have occurred on Unleashed Multi-Site Manager, on managed
ZoneDirector, Unleashed devices, ICX switches and on clients.

The following table describes the information that you can find on the Recent Alarms panel.

TABLE 7 Columns on the Recent Alarms Panel

Column Name Description

Time Displays the alarm time stamp.

Severity Displays the severity of the alarm such as Warning, Minor, Major, and Critical.

Device Name Name of device reporting the alarm. Click this link to go to the devices reporting the specific alarm.
Alarm Type Displays the type of alarm such as AP traffic, number of channel changes and so on

Activity Events description.

The information in the Recent Alarms can be displayed based on the severity (Show All, Warning , Major , Minor and Critical), which you
can select from the top-right corner of the panel.

Getting Started Tasks

Before configuring the software to manage your APs and ZoneDirector devices, RUCKUS recommends performing the following tasks:
o  Changing the default administrative password
e  Pointing ZoneDirector, Unleashed devices, and ICX switches to Unleashed Multi-Site Manager

e  Checking your software license
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Changing the Default Administrative Password

RUCKUS recommends that you change the default administrative password as soon as possible to prevent unauthorized users from accessing the

web interface and modifying the settings you have configured.

1.

After logging in to the web interface, click the Logout icon and then select Change Password.

FIGURE 10 Editing the User Password
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In the Update Password dialog box, enter the current password in the Current Password field

Enter a new password in the Password field.
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e  Passwords must be from 6 through 32 characters long, and must be comprised of letters and numbers only.

e  Passwords are case-sensitive.

e  Spaces cannot be used in passwords.

NOTE

Make sure you remember your new password. You will use this new password the next time you want to log in to the web

interface.

Enter the new password in the Confirm Password field.

Click OK.

Pointing ZoneDirector, an Unleashed Network, and ICX Switches to Unleashed
Multi-Site Manager

If you want to use Unleashed Multi-Site Manager to monitor and administer ZoneDirector, an Unleashed network, or ICX switches, follow the
procedures listed in the Enabling Management via UMM section in the ZoneDirector User Guide. For more information, see Appendix on page 121

NOTE

Make sure that the required communication ports are open between the ZoneDirector, the Unleashed network, the ICX switches, and
Unleashed Multi-Site Manager as described in Firewall Ports that Must Be Open for Communications on page 17.

Checking Your Software License

A new Unleashed Multi-Site Manager installation provides only one Unleashed license by default. When you upgrade from a FlexMaster version to
Unleashed Multi-Site Manager, it provides 100 ZoneDirector licenses and 1 Unleashed license, by default. For additional Unleashed AP
management, you must buy additional licenses and upload them.. Unleashed networks consume license numbers by the "active AP number" under

it.
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Beginning with UMM 2.3, Unleashed Multi-Site Manager supports monitoring and managing ICX switches. The number of licenses required by the
switch depends on the unit number of the switch..

When you are managing ZoneDirector using Unleashed Multi-Site Manager, the number of license seats that ZoneDirector requires depends on the
maximum number of APs that it can support. ZoneDirector 3250 (which supports up to 250 APs), for example, consumes 250 license seats.

When the seat limit is reached, no additional devices are able to register with Unleashed Multi-Site Manager until a license file that provides
additional license seats is uploaded.

Though the Unleashed license is updated when Unleashed Multi-Site Manager receives a message from Unleashed, the Unleashed AP connection
status is updated every 15 minutes. Therefore, there is a delay between when Unleashed Multi-Site Manager updates the Unleashed license (every
1~60 minutes), and its AP connection status (every 15 minutes). This delay may cause inconsistences between a connected AP and the license on
the user interface.

Unleashed Multi-Site Manager does not delete a device when the license expires. The status of the device changes to license exceed if it is not
having enough license and Unleashed Multi-Site Manager stops monitoring and managing the device.

Before using Unleashed Multi-Site Manager to manage RUCKUS devices, RUCKUS recommends that you check how many ZoneDirector devices,
Unleashed APs and ICX switches can be supported by your current license. SelectAdminister > License and review the total number of devices
supported by your license and the number of seats used by ZoneDirector devices, Unleashed APs, and ICX switches.

FIGURE 11 License Details
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If the number of devices that you plan to manage exceeds the number of devices supported by the license file, then you need to contact RUCKUS
Sales representative, obtain a license file for additional devices, and upload it to Unleashed Multi-Site Manager.
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Working with ZoneDirector Controllers,
Unleashed APs, and ICX Switches

e  Viewing Devices Managed by UMM
e Viewing the Device Configuration

e  Editing the Device Properties
e  Editing AP Details

° Editing WLAN SSID
e  Resetting the Password

e  Backing Up Device Configuration Files
e  Restoring the Device Configuration

e Deleting Devices Managed by the Software
e Downloading AP log

e  Zero Touch Deployment

Viewing Devices Managed by UMM

The Devices page of the Web interface displays information about devices managed by Unleashed Multi-Site Manager software. These devices

include ZoneDirector controllers, ICX switches, Unleashed APs and Clients.
After you to log in to the web interface, select Devices from in the navigation bar.

You can use the View Mode to select how you want the device information to be presented:

e List: Displays the list of all devices irrespective of the group to which they belong.

Group: Displays the list of devices in a hierarchical format.

FIGURE 12 Devices Managed by Unleashed Multi-Site Manager: List View
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FIGURE 13 Devices Managed by Unleashed Multi-Site Manager: Group View
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Click the Refresh icon (3) to refresh the contents of the table.

_—

Click the Edit WLAN icon () to edit the selected WLAN to the Unleashed which belong to this group.

[+
Click the Upgrade icon ( ) to upgrade all the Unleashed which belong to this group.

The following table lists some of the fields and table columns that appear by default.

TABLE 8 Configuring Device Management

Field/Column

Name

Member Count

ICX Switches Count
Port Status

Serial Number
Connection

SSH Connection
Management IP
MAC Address

External IP

Tag

IP Address

IPv6 Address
Model

Last Seen

Uptime
Redundancy State
Latitude
Longitude
Location

Software

Support Status
Licenses Consumed

Inventory Status
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Description

Displays the name of the device (may be a ZoneDirector controller or an Unleashed network that UMM manages).
Clicking the device name hyperlink opens the dashboard of the controller in a new page.

Displays the number of connected, disconnected or pending APs that are managed by the ZoneDirector controller or the
Unleashed network.

Displays the number of connected, disconnected or pending ICX switches.

Displays the port status of the switch

Displays the serial number of the device.

Indicates whether the device is currently online ( blue) or offline ( red).

Indicates the status of the SSH tunnel between Unleashed Multi-Site Manager and ZoneDirector or Unleashed devices.
Displays the Management IP address of ZoneDirector and Unleashed devices.

Displays the MAC address of ZoneDirector and master AP's MAC address for Unleashed devices.

Displays the IP address of the device when it is behind the NAT server. Unleashed Multi-Site Manager uses this IP address to
manage the device. For ZoneDirector or 200.5 Unleashed devices that are behind NAT, include port 443 for port forwarding.

When configured, this column shows a generic attribute (Device Tag) that can be used to identify the device. For example,
when this AP device is located in a main office, you can assign the tag “Main” to it.

Displays the IP address assigned to the device.
NOTE

The port number after the IP address indicates the protocol that you can use to gain access to web interface of the
device. If :443 is displayed after the port number, you can access the device Web interface using:

https://{device-IP-address}.

Displays the IPv6 address of the device.

Displays the model number of the managed RUCKUS device.
Displays the time stamp of the device when it was last online.
Displays how long since the device was last rebooted.
Indicates the status of the ZoneDirector smart redundancy.
Displays the latitude (North-South position) of the device.
Displays the longitude (East-West position) of the device.
Displays the location of the device (if provided).

Displays the software version that is installed on the device.
Displays the support status for the device.

Displays the number of licenses consumed by the device.

Displays the permission that is assigned to the device, such as Permitted, License Exceeded, and Lost Device.
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By clicking Configure table icon (

Working with ZoneDirector Controllers, Unleashed APs, and ICX Switches

Viewing the Device Configuration

, You can customize the table settings that are displayed. You must select the check boxes to display the

columns in the table and enter the number of rows you want to display in the table, in addition to specifying the search criteria.

FIGURE 14 Customizing the Table Settings
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To search for information in the table, enter word or phrase in the Search field. The page refreshes and displays devices with attributes that
matched your search keyword or keyphrase. The matching attributes are highlighted and Unleashed Multi-Site Manager displays up to ten search
results on each page by default. The number of rows is customizable. When your search generates more results than the number of rows set, use
the left arrow and right arrow buttons after the Search box to display the previous page or next page, respectively.

Viewing the Device Configuration

You can view the configuration details of the devices managed by Unleashed Multi-Site Manager.

After you log in to the web interface, select Devices
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Viewing the Device Configuration

The Devices page of the Web interface displays information about devices that the Unleashed Multi-Site Manager software.

FIGURE 15 Viewing Device Configuration Details for Wireless Devices

General Access Points ICX Switches Mesh View Clients WLANSs Alarms Events Rogues Traffic Analysis

Info

Device Name

Unleashed ID

TABLE 9 Device Configuration Details
Tab

General

Access Points

ICX Switches

Mesh View

Clients

WLANSs

Alarms

Events

Rogues
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Kenneth-Unleashed-T310s-2008
un4217030045971565061650672

Description

Displays the following information:

. Info: Provides basic device information including the number of data bytes and packets transmitted and
received by the device. Click Save Unleashed System Log to save the unleashed system log.

. Device View: Provides detailed information about the clients and APs associated with the device.

. LAN Ports: Provides detailed information about the ports open to the device, the speed of data transfer
and reception, and the number of data packets and bytes transmitted and received.

Displays a table with detailed information about the APs associated with the device, such as the number of
authorized clients associated with the AP, software version, model number, uptime, IP address, and current
status of the AP.

For Unleashed Device, the AP Role is also displayed - there are two roles - master and member. Every Unleashed
network has one master AP and several member APs that are managed by the master AP. The APs are displayed
in a tree structure.

In addition, the following information is displayed:

. General: displays general properties of the AP

° Trend: displays a graphical representation of the associated clients, traffic trends and AP status.
° Mesh: displays the mesh type, uplink and downlink APs

° WLAN:Ss: displays the BSSID and ESSID of associated WLANs

. Radio: displays the current radio channel properties that the AP is using

Displays a table detailing information about the ICX switch such as Name, Controller Name, MAC Address, Port
Status, Serial Number, Connection, Management IP, Model, Last Seen, Uptime, and Software.
Beginning with UMM 2.4, the backup or restore and the upgrade options are supported in the ICX switches tab.

Displays a table that lists the mesh details of the device, such as the mesh topology, signal strength, MAC
address, IP address, channel used, and number of authorized clients.

Displays a table detailing information about the client, such as the MAC address of the wireless client, IP address
assigned to the client, radio channel the client uses, signal strength, VLAN ID assigned to the client, uplink and
downlink traffic, and client connection status.

Displays a table that lists the WLANSs configured on the device, including the WLAN names, ESSIDs,
authentication and encryption methods, and the number of clients associated with each WLAN, and the Tx/Rx of
bytes and packets.

Displays a table that lists information about the type of alarm that was triggered, the time and date when the
alarm was generated, the severity and activity associated with the alarm.

Displays a table that lists information about the type of event that was triggered, the time, event type, severity
and activity associate with the event.

Displays rogue (or unauthorized) APs that pose problems for a wireless network in terms of airtime contention,
as well as security. Information such as the rogue AP SSID, type, channel, and so on is displayed. This tab is only
applicable for ZoneDirector devices and Unleashed networks..
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Viewing the Device Configuration

TABLE 9 Device Configuration Details (continued)

Tab

Traffic Analysis

NOTE

Description

Displays traffic trends as graphs. The following trends are available:
° Top 10 APs Traffic

° Top 10 APs Client

° Top 10 Clients Traffic

° Client OS Traffic

° Model Traffic

. Client Count versus AP Counts by Model

. AP Status

. Vendor versus AP

Lite mode does not support clients, rogues and traffic analysis in UMM 2.4 release.

FIGURE 16 Viewing Device Configuration Details for Switches
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TABLE 10 Switch Configuration Details

Tab

General

Ports

Health

Traffic

Alarms

Events

LLDP Neighbors

NOTE

Description

Displays the following information:

. Info: Provides basic device information about the switch, such as the switch name, IP address, model, stack
information, and firmware version.

. Stack Members: Provides detailed information about the switches in the stack.
° Status Summary: Provides information about the switch status, registration state, and uptime.

Displays the port details, such as a brief summary of the ports, a view of ports that are engaged with the switch,
and details such as speed, PoE usage, VLANs, bandwidth, and so on.

Displays a CPU and memory utilization, and also displays the status of the slots based on the power supply,
temperature, and fan.

Displays a traffic trends of the switch including the top ports by traffic.

Displays a table that lists information about the type of alarm that was triggered, the time and date when the
alarm was generated, the severity and activity associated with the alarm. The alarm history is displayed also.

Displays a table that lists information about the type of event that was triggered, the time, event type, the
severity and activity associated with the event.

Displays neighbor information, such as the device name, IP address, remote port information, and so on.

For a switch stack, the health of the master unit is displayed.
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Creating and Managing Groups

el
Click the Refresh icon ™ to refresh the contents of the tables within the tabs. You can also customize the tables by clicking the Configure table icon

o

Creating and Managing Groups

Unleashed Multi-Site Manager allows you to create and edit device groups, and to assign devices to existing device groups. You can also create an
empty group. Each device can be assigned to a single device group at a time, and can be moved to a different device group at any time.

. You can also use the Search field to look for specific information within the tables.

There are two types of groups-one is for ZoneDirector and Unleashed, and the other for ICX switches. Devices can not be moved between these
groups. The default group Wireless Network lists all the ZoneDirector and Unleashed devices, and the default group Switches lists all the ICX

switches.

1. After you to log in to the Web interface, select Devices from the menu in the left.

The Devices page appears listing all the devices managed by the software.

2. From the device group hierarchy, select device under which you want to create the group and click the

The Create a Group page appears.

FIGURE 17 Creating a Group
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3. In Group Name, type the name of the group you want to create.

icon.
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Qa £ »
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1C i Management IP IP Address
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[ ] 10.223.5 44
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M °
»
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4. In Devices, under the Unselected Devices section, select the devices that you want to group by checking the box against the device. Those
selected are populated under the Selected Devices section.

5. Click Save to confirm the grouping.

A success message is displayed after the group is created.

6. Click OK.

The newly created group is listed under the device hierarchy.
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7. Select the group and click the & icon.

The Edit a Group page appears.

FIGURE 18 Editing a Group
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Working with ZoneDirector Controllers, Unleashed APs, and ICX Switches
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8. Make the necessary changes and click Save.You have successfully edited the group.

To delete a group, select it and click the % icon above the device hierarchy tree.

Viewing Group Details

2 e
admin@ruckus.com
List ~ Group
Q S

IP Address

10.2235201:443

10.223.87.99:443

10.11.158.47:443

10.11.128.12:443

10.11.157.188:443

10.223.4.238:443

When you select a group, you can view details about the APs associated with the group, alarms and events. You can also view the switches in a

switch group and their associated ports, alarms, events, traffic trends and LLDP neighbors.

1.  After you to log in to the Web interface, select Devices from the menu in the left.

The Devices page appears listing all the devices managed by the software.

2. From View Mode, select Group to view the groups of devices.
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3. From the tree hierarchy, select a group that you created.
The following information is displayed for APs:

o  Access Points: displays information about the APs in the group such as the device name, model, IP address, state, software version
etc. Additionally, you can also view the following:

- General: displays general information about the AP such as controller name, IP address, location and so on.
- Trend: displays graphical trends pertaining to the associated clients, traffic and state of the AP.
- Mesh: displays details about the AP mesh type, up link and down link.
- WLANSs: displays information about the WLANs associated with the AP such as ESSID, BSSID and radio.
- Radio: display details about the radio information of the AP.
o ICX Switches: displays the details of the switches. The backup or restore and the upgrade options are supported in the ICX switches
tab.

o Alarms: displays alarms that are Active and those that were generated earlier (under the History tab). You can select an alarm from
this list and click Acknowledge to accept the alarm. A success message is displayed when it is accepted.

e  Events: displays the events generated.

FIGURE 19 Group Details
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The following information is displayed for switch groups and individual switches:

e  Switches & Ports: displays information about the switches such as the top switches by model, firmware, ports summary details, and
ports details such as the following:

- Switch Name: displays the name of the switch

- Serial Number: displays the serial number of the switch
- Port Name: displays the port name

- Port Number: displays the port number
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Creating and Managing Groups

- Status: displays whether the port is operationally Up or Down
- Admin Status: displays whether the port has been set to Up or Down by the network administrator
- Speed: displays the speed of the port
- PoE Usage (used/total watts): displays the PoE power usage compared to the allocated power
- VLANSs: displays the VLAN(s) to which the port is connected
- Bandwidth IN (%): displays the bandwidth utilization for incoming traffic
- Bandwidth OUT (%): displays the bandwidth utilization of the port for outgoing traffic
- LAG Name: displays the name of the Link Aggregation Group (LAG)
- Optics: displays the type of optic
- Neighbor Name: When LLDP is enabled, the name of the neighboring device, such as an AP or another switch or router
e  Ports (tab appears only for individual switches): displays the Ports Summary page provides information on the ports for the selected
switch, including the total number of ports connected to the switch or stack, the number of ports active at various speeds,
operational status of the ports (Up or Down), warnings associated with ports when alarms or events are triggered, and the number
of ports managed by an administrator.

The Ports View page provides information on the state of all ports in each switch module, for example port Up, Down, or
Administratively Down.

o  Health (tab appears only for individual switches): displays the switch health for the duration selected from the drop-down menu.

NOTE
For switch stack, the health of the master unit is displayed.

The following information is displayed based on the duration selected:

- CPU (%): The CPU usage of the switch, including the minimum, maximum, average, and current CPU usage trends of the switch.

- Memory (%): The memory usage of the switch, including the minimum, maximum, average, and current memory usage trends
of the switch.

- Status: The health status of the power supply, temperature, and the fans for up to four switch modules are displayed. OK
indicates the parameter and components are in good health.

e Traffic: provides a graphical representation of the total traffic trend at the switch-level and also shows the top switches based on the
traffic handled by the device.

e Alarms: displays alarms that are Active and those that were generated earlier (under the History tab). You can select an alarm from
this list and click Acknowledge to accept the alarm. A success message is displayed when it is accepted.

e  Events: displays the events generated.

e LLDP Neighbors: Link layer discovery protocol or LLDP is used to discover and identify the clients. You can view information about the
LLDP neighbors such as printers, VOIP devices, or other user equipment connected to the switch.
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Editing the Device Properties

FIGURE 20 Switch Group Details
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Editing the Device Properties

You can edit a device'’s tag name, location, GPS coordinates and Web port mapping.
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1. After you to log in to the Web interface, select Devices from the menu in the left.

The Devices page appears listing all the devices managed by the software.
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2. From the list of devices, select the device for which you want to edit the propertied, then click Edit.

The Edit dialog box appears.

FIGURE 21 Edit Dialog Box
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Editing AP Details

3. Modify the following configuration settings:

e  Device Name: Assign a name to the device.

o  Tag: Type the device tag name.

®  Location: Type the location of the device.

o  GPS Coordinates (Latitude and Longitude): the software uses these to position the device icon on the map.

e  Web Port Mapping: The port number after the IP address indicates the protocol that you can use to gain access to the device’s Web

interface. Default port number is 433 for HTTPS protocol.
NOTE
200.6 and later Unleashed networks versions setup tunnels between Unleashed Multi-Site Manager and it self, so you do
not have to configure the Web Port Mapping.
4. Click Save.

A success message is displayed after the device properties are saved.

5. Click OK.

The new configuration changes for the device are saved and refreshed in the table.

Editing AP Details

You can edit the AP details as necessary.

1. After you to log in to the Web interface, select Devices from the menu in the left.

The Devices page appears listing all the devices managed by the software.

2. From the list of devices, select the Unleashed network for which you want to view the QR code, then click Edit AP.

FIGURE 22 Editing AP

Edit AP X
Select AP dhcp-10-223-34-166(c8:08:73:F v
Device Name dhep-10-223-34-166
Description testing new set of APs
Location Qingdao, China

NOTE
Editing AP details is only supported for Unleashed AP version 200.11 or later.
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Using QR Code for Network Access

You can now quickly connect to the Wi-Fi network by using the QR code for the network instead of using the username and password. You can also

print or download the code for easy access.

1. After you to log in to the Web interface, select Devices from the menu in the left.
The Devices page appears listing all the devices managed by the software.

2. From the list of devices, select the Unleashed network for which you want to view the QR code, then click Show QR Code.

FIGURE 23 QR code Generation to Access the Network

QR code for WLAN X

Select WLAN: | rebust (wps2)

Password: test1234

1. How to use QR code?

‘You can print and share it to your users, and ask them to open the camera on the smartphone and hold it over the Code. A
notification should pop up and connect them to the wireless network automatically. If this does not work, check the smartphone
settings and make sure that the QR Code scanning feature is enabled. If it is still not working, then you may need to manually
connect to the WiFi.

2. How can | regenerate the QR code later?

‘You can go to WiFi Networks page and select your WiFi, click the "More” button and then click "Show QR Code" from the
dropdown list,a QR code page should pop up.

bl “

NOTE
Generating QR code is only supported for Unleashed AP version 200.11 or later.

Editing WLAN SSID

You can configure the SSID of the WLAN associated with an Unleashed network to synchronize configuration between network devices.

NOTE
This is only support on 200.6 or later unleashed network. ZoneDirector devices and 200.5 Unleashed networks are not supported.

NOTE
You can apply the new SSID and passphrase to all WLANSs, but the new passphrase will only take effect when the WLAN's Encryption
Method is WPA2 or WPA3.

1. After you to log in to the Web interface, select Devices from the menu in the left.

The Devices page appears listing all the devices managed by the software.
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2. From the list of devices, select the Unleashed network for which you want to edit the WLAN SSID, then click Edit WLAN.
The Edit WLAN dialog box appears.

Edit WLAN

Existing WLAN Name:

Enable/Disable WLAN: (8)Enable ()Disable

New WLAN Name: | _jonn

_I})\:cess VLAN:

[C] New WPA2 Passphrase:
Total 1 Unleashed networks will be affected:
Name Serial Number IP Address

try un111583407426158 10.223 82133

1-1 of 1 shown -
Km -

FIGURE 24 Edit WLAN

Select the ESSID from the drop-down list. The name, IP address and Serial number of the unleashed network is displayed.
In Enable/Disable WLAN, select the desired radio button.

In New WLAN Name, enter the name of the WLAN .

Click the Access VLAN, to edit the WLAN VLAN.

Click the New WPA2 Passphrase, provide the password of the WLAN.

©® N o v A

Click OK.

Resetting the Password

You can reset the Web Ul login user name and password for devices within the network from the web interface.

1. After you to log in to the Web interface, select Devices from the menu in the left.

The Devices page appears listing all the devices managed by the software.
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2.  From the list of devices, select the device you want to block and then click More > Reset Password.

The Reset Password page is displayed.

FIGURE 25 Resetting the Password

Reset Password X

° User Mame admin ‘

* New Password \

° Confirm Password ‘

Configure the following:
e  User Name: type a user name
e  New Password: type the new password that you want to set to

o  Confirm Password: type the new password again to confirm

Blocking Devices from the Software

If devices within the network seem unauthorized or are a threat to security, you can use the software Web interface to block the device. You can
block one devices at a time.

1. After you to log in to the Web interface, select Devices from the menu in the left.

The Devices page appears listing all the devices managed by the software.
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2. From the list of devices, select the device you want to block and then click More > Block.

A confirmation message appears asking if you want to block the devices from the software.

FIGURE 26 Block Screen

Are you sure?

This device will be blocked from Unleashed Multi-Site
Manager

Yes, block itl

The device is blocked, and Unleashed Multi-Site Manager no longer manages the device.

3. Click Yes, block it!.

Backing Up Device Configuration Files

You can create configuration backup files for all the devices managed by the software, to recover configuration settings in the event of a device
failure. The backup files can be created for single or multiple devices.

RUCKUS strongly recommends that you periodically back up the settings of your ZoneDirector, Unleashed devices and ICX switches, to make sure

that you can easily recover the configuration settings if they ever become corrupted.

NOTE
The number of ZoneDirector (ZD), Unleashed and switch configuration backups to retain in the software database for each device is

limited to 10.
You can modify this number from System > System Setting > Device Backup.

1. After you to log in to the Web interface, select Devices from the menu in the left.

The Devices page appears listing all the devices managed by the software.
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From the list of devices, select the device for which you want to back up the configuration values and then click Backup & Restore.

The Configuration Backup & Restore form for the device appears.

You can select multiple devices by pressing CTRL + click the device.

FIGURE 27 Backing Up the Configuration

Config Backup & Restore for fm_zd_1200

Choose an Operation

g Backup = Restore

Configuration File Settings

Task Name:
Upload FTP&Folder ; (Default folder is ")
Ech&dule Backup

Frequency Weekly =

Day of the Week Sunday -

Time of Day 7.00 «

Max number of backup files for each ZDis 10

KN -

In Choose and Operation, select Backup.

In Configuration File Settings, enter the following:

o  Task Name: type the name of the backup file. Use a descriptive name that helps you identify this backup configuration

e Upload FTP & Folder: select the check box and type the workstation folder and the software will upload the backup file to the FTP
server.

o  Schedule Backup: select the check box to schedule when you want to back up of the configuration.
After you select the check box, the Frequency and Time of Day options are displayed. Select the options from the drop-down menu
as appropriate. In Frequency, if you select Weekly or Monthly, the corresponding Day of the Week or Day of the Month options are
displayed, respectively.

Click OK.

A success message is displayed after the task is created.

You can view the created task from Monitor > Task.
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6. Click OK.

The schedule to back up the device configuration is created.

Restoring the Device Configuration

Unleashed Multi-Site Manager enables you to restore device settings easily from a backup file. You have the option to perform full restore, failover
restore or a policy-level restore to another device.

Before performing a restore procedure for the device, make sure that you have at least one backup file that you can use to restore the device
settings.

Restoring device settings from a backup file overwrites the current settings with those contained in the backup file. When performing the restore
procedure, make sure that you are restoring the correct backup file.

Also ensure that you are selecting the appropriate restore type. For example, when you only want to restore the wireless, access control, and user
settings, make sure you select Policy Restore. Selecting Full Restore overwrites all existing device settings, including the IP address, system name,
user name, and password.

An ‘Unleashed ID’ is automatically generated by the system for each unleashed network. This ID is reset when the device is set to factory default,
and may be overwritten when device configuration is restored (depend on which restore option are selected).

NOTE
The ICX backup file can only be restored to itself and can not be restored to another ICX switch.

NOTE
The restore type (full restore, failover restore, policy restore) is only valid for ZoneDirector and Unleashed devices. You cannot select the
restore type for switches.

NOTE

The number of ZoneDirector (ZD), Unleashed and switch configuration backups to retain in the software database for each ZD and
Unleashed is limited to 10.

You can modify this number from System > System Setting > Device Backup.

NOTE
For ZD and 200.5 Unleashed devices, port 80 is used to download the configuration file from Unleashed Multi-Site Manager. Therefore,
ensure port 80 is open in the firewall, otherwise, the restore task will continue to displays the status as Applying.

1. After you to log in to the Web interface, select Devices from the menu in the left.

The Devices page appears listing all the devices managed by the software.
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2. From the list of devices, select the device for which you want to restore the configuration values and then click Backup & Restore.

The Configuration Backup & Restore form appears.

FIGURE 28 Restoring the Configuration

Config Backup & Restore for fm_zd_1200

Choose an Operation

= Backup gy Restore

Select Configuration File(s)

Task MName:
Restore Type: ()] Full Restore ()] Failover Restore i@ Policy Restore
ZD1200 10.0.0.0.1424 {1 selected) ddddddddd(171406000001_: «
Specify a time to perform this task

@ Restore now

i Schedule restore later:

3. InChoose and Operation, select Restore.
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In Configuration File Settings, enter the following:

Click OK.

Task Name: type the name of the restore task the you want to create. Use a descriptive name that helps you identify this task.

Restore Type: choose one of the following

Full Restore: Restores all settings from the backup file, including the IP address, system name, user name, and password. Use
this restore type to overwrite all current settings of a device with those from the backup file. For example, if the configuration
file of a device becomes corrupted, then you can use full restore to recover the device.

The unleashed ID will be overwritten during Full Restore.

Failover Restore: Restores all settings from the backup file, except the system name, IP address, user name, and password. Use
this restore type when you want to configure a secondary device as a failover unit. After configuring the secondary device,
deploy it to the same network as the primary device. If the primary device fails for any reason, then all APs managed by the
primary device are able to report to the secondary device automatically. If you choose this restore type, then you need to
manually configure the IP address, system name, user name and password of the secondary device.

Policy Restore: Restores only the wireless, access control, role, and user settings from the backup file. Use this restore type when
you want to apply the same set of common settings to multiple devices. You need to first configure one device with your
preferred wireless, access control, role, and user settings, back up these settings, and then restore them onto the target devices.

Device Selection: from the drop-down menu, choose the target configuration file to restore.

In Specify time for this task, specify when you want the task to run. To run the task immediately, click Restore now. To schedule the
task, click Schedule restore later and then select the date and time.

A success message is displayed after the task is created.

You can view the created task from Monitor > Task.

Click OK.

The configuration restore task is created.

Upgrading Device Firmware

You can initiate the upgrade of unleased networks and switches from the Unleashed Multi-Site Manager web interface.

1.

After you to log in to the Web interface, select Devices from the menu in the left.

The Devices page appears listing all the devices managed by the software.

From the list of devices, select the device for which you want to upgrade the firmware and then click Upgrade.

A confirmation message appears.

NOTE

To upgrade the switch, go to Administration > Switch Firmware and upload the ICX image to Unleashed Multi-Site Manager
first. You can then select the uploaded ICX image.

For Unleashed networks, only online upgrade is supported.

Click Yes to upgrade the device firmware.
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Deleting Devices Managed by the Software

If you do not want Unleashed Multi-Site Manager to manage a device(s), you can delete it. You can delete one or more devices at a time.
1. After you to log in to the Web interface, select Devices from the menu in the left.
The Devices page appears listing all the devices managed by the software.

2. From the list of devices, select the device or set of devices you want to delete, and then click Delete.

A confirmation message appears asking if you want to delete the device(s) from Unleashed Multi-Site Manager.

FIGURE 29 Delete Screen

Are you sure?

You will not be able to recover those selected itemsl [,
00:1f:42:00:07:01]

Yes, delete itl MNo, keep it

The device is deleted, and the software no longer manages it.

3. Click Yes, delete it!.

Downloading AP log

For debugging purpose, you can download Unleashed System Log through UMM directly. It is not local in UMM but a request to Unleashed. Both
Unleashed connection and SSH connection should be online.

1. Inthe left pane, click Devices.
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2. Inthe Devicestable, click Unleashed network.
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3. Inthe General tab, click Save Unleashed System Log to download the unleashed system log.

TO_RE10

Rusis-Unkashed

apgrate

Infa

Dewice Name R750-Uriesashed-gatew,
Unleashed I un20 16200002 1157 2335468762
Modal Unimazhad

MAC Address Ao 36030l

1P Addiress 10.13.150.255

PG Adddress

S5H Connection Connectad

Management IP

Last Seen 20181203 15.43.55.0
Up Time 4d 22h 16m
Sottwar 2008.10.3.198
Location

GRS

Total Transmitted 356 88GE
Total Recaived 859 20MB
Totad Transmitted Packets 437200

Tolal Received Packets 10.35M
Received Byles 4004
Transmitted Bytes 114 38MB
Recelved Packets ATEIK
Transmitted Packels 854 61K

| & Save Unfeashed Systam Log I

Managing Tasks

You can view, create and manage tasks assigned to a user.

U
200

LI TS

UnSIEOZI0EES

ung6 180240378

After you to log in to the Web interface, select Tasks from the menu in the left.
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The Tasks page appears listing all the tasks created so far.

FIGURE 30 Viewing Tasks

B o annis s 2079005 04338 EEITER  sdnin@ecwuscon i
Tasks
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Devise Name Backup Fils Namo Wodel Hame Version Backup Tima

IEXTIS0547 Swilh EEARPPI0E lichun26 1002 1AME0 1902070 KIXT1SM-34F SRANANSI_NA5S b 775018 140011

The following information about the task is displayed.

e  Task Name: displays the name of the task.

o Task Type: displays the type of task created for the user such as Backup, Restore and so on.
o  Schedule: displays the time and date for when the task is scheduled.

o  Configuration File: displays the name of the configuration file used.

o  Created: Displays the time and date when the task was created.

o  Created By: display the User ID of the person who created the task.
Clicking the task displays more information about the device name, backup file, model name, version, backup time and status of the task.

To delete a task, select it and click Delete. You can also select a task in progress and click Edit to modify the settings, however you can only edit

scheduled tasks.

Zero Touch Deployment

Unleashed Zero Touch Deployment feature simplifies the deployment for Unleashed. The deployment is ready with some simple configurations on

Unleashed Multi-Site Manager and Unleashed side as the power is on.
The main purpose of this feature:
o Unleashed can be configured to designated version and configuration automatically after power on.

e Unleashed can be assigned to designated groups in joining Unleashed Multi-Site Manager automatically.

e |t allows to pre-configure the 'Configure Template Name' and 'UMM IP' on the Unleashed by Unleashed Setup Wizard manually or by

DHCP server.

e |t also pre-configure a rule with the same 'Configure Template Name' on the UMM server and attach one Unleashed backup file to it.

e  Whenever a set factory Unleashed boots up, it sends a message with 'Configure Template Name' to the UMM server according the IP
inside the parameter 'UMM [P'. Once UMM server receives the message, it matches the rule with 'Configure Template Name' against its
data base and push the configure file to the Unleashed.

e  For the Unleashed 200.7 or previous release Unleashed which does not support the new parameter 'Configure Template Name' and

58

'UMM [P, can pre-configure a rule with Unleashed master AP's MAC address to UMM. When the Unleashed register to UMM for the first
time, UMM matches the rule against the MAC address and push the configuration file to Unleashed.

RUCKUS Unleashed Multi-Site Manager User Guide, 2.5
Part Number: 800-72985-001 Rev A



Working with ZoneDirector Controllers, Unleashed APs, and ICX Switches
Zero Touch Deployment

Zero Touch Deployment Workflow

1.  Unleashed register to UMM: For 200.8 Unleashed, you can provision the UMM IP to Unleashed during the setup wizard manually or you
can provision by DHCP server option 43 automatically.

2. When UMM receive the registration message from Unleashed, it checks whether the parameter 'Configure Template Name' is inside the
message. For 200.8 Unleashed, you can provision the 'Configure Template Name' during the setup of the wizard manually or provision by
DHCP server option 43 automatically.

3. The 'Configure Template Name' is optional, Unleashed sends a blank 'Configure Template Name' to UMM if you do not provision this
parameter.

4. UMM matches the Zero Touch Deployment rule against the ‘Configure Template Name'.

5.  If UMM cannot match any Zero Touch Deployment rule, it stops the deployment and generate a 'ZTD config template mismatch' event to
remind you. The Unleashed retry the registration after timeout.

6. If UMM find any rule which contain the same 'Configure Template Name', it pushes configuration file to Unleashed and move the
unleashed to pre-defined group according to the configuration of the Zero Touch Deployment rule.

7. UMM checks if the Unleashed is register to UMM for the first time.

8. UMM matches the Zero Touch Deployment rule against the Unleashed AP's MAC address. This only apply to the Unleashed which is
register to UMM for the first time. For example, Unleashed already register to UMM, and then customer restart the Unleashed AP, after
start up, the Unleashed will register to UMM again but UMM won't apply the Zero Touch Deployment to the Unleashed since it's not the
first time registration.

9. UMM check if Unleashed is in set-factory status.

10. UMM check if Unleashed's software version is later than 200.7

11. UMM apply the Default Rule only to the 200.8 or later Unleashed which is NOT in set-factory status. This is to avoid unintentional

deployment. For example, if Unleashed is not in set-factory status which means the Unleashed has the setup already, then in this case we
do not deploy the default configuration file to the Unleashed to avoid any mistake.

12. UMM do not apply any Zero Touch Deployment rule and process the registration as usual.
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Creating a New Rule

The Unleashed-Zero Touch Deployment page in the user interface allows the user to create, edit, import, and download an example rule.

1. After you log in to the Web interface, select Zero Touch Deployment from the menu in the left.

2. Click Create button, the Create New page appears.

Create New

a0
Deployment Rule w

Assign Unleashed to group and restore the selected configuration file

* Assign To Group freddym i @

Restore Configuration

| Wireless Networks + "
jim_un

Unleashed networks match belo jm_zd |pplied to this rule
Kim
Config Template Name

CorpZD

Mac Address List P300 qment. For For example file click here

Kenneth Import Mac Address

3. In Deployment Rule, enter the rule name.
4. In Assign To Group, select the group name from the drop-down, when the device registers to UMM for the first time.

UMM assigns the device to the predefined group automatically.
5. In Restore Configuration, if you click the Select backup file to restore checkbox then do the following:

a) Select the backup file from the drop-down.

+
b) Click ( ) and Create New window pops-up. In the pop-up, click Choose file to select the backup file, enter the comment, and

click OK.
6. In Mac Address List, enter the mac address or click Import Mac Address.

In Unleashed-Zero Touch Deployment, click Import Rule button to import a rule.

NOTE
The file formats are only in CSV or TXT format.

In Unleashed-Zero Touch Deployment, select the required rule and click Edit or Delete button to edit or delete the rule respectively.
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Registering Unleashed to UMM

It is for the first time registration of Unleashed to the Unleashed Multi-Site Manager. After Unleashed passes the condition check, Unleashed Multi-
Site Manager will apply the rule.

Use case for Unleashed registering to UMM at the first time

Zero Touch Deployment

Serial number

Unleashed Status

TAG

Unleashed Version

MAC

UMM Actions

1

Factory reset

Configured by DHCP Option or
Unleashed Wizard.

200.8 and above

not apply

TAG match: trigger rule
for TAG

TAG mismatch:
Generate a fail event

- ZTD config
template
mismatch or ZTD
backup file not
found

Factory reset

TAG is not set in DHCP Option, Wizard,
or TAG is an empty string.

200.8 and above

apply

MAC match: trigger
rule for MAC.

MAC mismatch: trigger
default rule

None factory status

Not apply even if the TAG is set in the
DHCP Option.

All

apply

MAC match: trigger
rule for MAC.

MAC mismatch: do
nothing
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Working with Reports
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e  Generating Reports for Rogue Devices....
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Available Report Types

The following table lists the different report types that you can generate in Unleashed Multi-Site Manager. For instructions on how to generate each

type of report, refer to the succeeding sections.

NOTE
Lite mode does not provide report page and client information.

Typically, every report page contains a Set Report Options(n) area where you can set the configuration values for the report by clicking Save to

generate report, a Table area where the details are listed and a Graph area where the report can be interpreted as a graph.
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FIGURE 31 Report Page
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You can click Export and select CSV or PDF to generate reports as CSV files or PDF files respectively.

TABLE 11 Reports in Software

Report Name Description

AP View current status and detailed information about APs.
WLAN View the detail information about WLANs.

Client View the detail information about Clients.

Rogue View the detail information about Rogue APs.
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Configuring Report Options

You can customize a report based on the device you wan to group based on the time interval and also provide the time-range between when you
want the report to be generated for a device.

1.

After you to login to the Web interface, select Reports from the menu in the left.

The following sub-menu items appear:

e AP

e WLAN
e C(Client
e Rogue

Click on any of the sub-menu options.

The corresponding reports page is displayed with a Report Option area, Table area and a Graph area.
The Reports Option area displays the Group, Interval and Period.

Click one of the options (Group, Interval or Period).

The Reports Option page appears.

FIGURE 32 Report Options

Report Options x
Group: ‘L.H Devices ~ ‘ Interval | 1 Hour v
Time Period @ Last Hours O Start Time: End Time
Filters
Filter Rows Where: ‘/P WAC Address v | is ‘ and +
Query

In Group, select the list of devices or groups for which you want to generate the report.

In Interval, select the time interval within which the report must be generated periodically. Options include 15 minutes, 1 hour, 1 day, and
1 week.

In Time Period, select the time duration for which you want to generate the report. For example, you can set the report to be generate for
APs in the last 24 hours.

In Start Time and End Time, provide the time-range within which you want to generate a report for the device.

In Filters, you can use this setting to filter reports based on one or more criteria. For example, you can generate reports where the AP
firmware version is lesser than 2.0 and AP Model is R700.

Click OK. A report is generate based on the options configured.

You can also save the report periodically. For more information see, Saving Reports and Generating Reports on page 66
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Saving Reports and Generating Reports

You can periodically save the reports that you generate.

1.

AU S o

From the Reports Option area, click Save.

The Generate Report page appears.

FIGURE 33 Saving and Generating a Report
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In Generate File, select the format in which you want to generate the report. Options include PDF and CSV.
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In Frequency, select how often you want the report to be generated. Options include Hourly, Daily, Weekly and Monthly.

Enable the FTP and Email Address check boxes based on where you want to save the generated report.

Click OK.

A message is displayed confirming the report is saved. The report is listed in the Saved Report area now.

Generating an AP Report

You can generate reports for APs to analyze their health and performance.

1.

66

After you to login to the Web interface, select Reports from the menu in the left.

The following sub-menu items appear:

e AP

e WLAN
e Client
e Rogue
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2. Click AP in the sub-menu.

The AP reports page is displayed with a Set Report Option (n) area, Table area and a Graph area.
The Reports Option area displays the Group, Interval and Period.

The Table area displays additional information about the APs such as their name, IP address, controller name, serial ID, mesh type, tunnel
mode and so on.

You can also click on Export and select CSV or PDF to have the reports saved as a CSV or PDF file respectively.

FIGURE 34 AP Report Page
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3. Configure the report settings as described in Configuring Report Options on page 65.

The table area displays information about the APs such as the name, IP address, Model, Mesh type, Controller and so on. The Graph area
displays trends pertaining to the APs performance such as top 10 APs by traffic, traffic analysis of APs based on their model, clients,
firmware, AP count and so on.

4. Generate the report as described in Saving Reports and Generating Reports on page 66.

Generating a WLAN Report

An WLAN report displays the number of ZoneDirector devices and APs on which a particular SSID is configured. You can also view graphs of
associated clients, received traffic, and transmitted traffic per SSID.

1. After you to login to the Web interface, select Reports from the menu in the left.

The following sub-menu items appear:

e AP

e WLAN
e (Client
e  Rogue
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2. Click WLAN in the sub-menu.

The WLAN reports page is displayed with a Set Report Option (n) area, Table area and a Graph area.

The Reports Option area displays the Group, Interval and Period.

The Table area displays additional information about the WLANSs such as their name, IP address, total clients, multicast information, Tx/Rx

packet information and so on.

You can also click on Export and select CSV or PDF to have the reports saved as a CSV or PDF file respectively.

FIGURE 35 WLAN Report Page
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3. Configure the report settings as described in Configuring Report Options on page 65.

4P WLAN " Cliant Counts vs Channel

The table area displays information about the WLANs such as the name, TX/Rx packets, clients, Tx/Rx unicast packets, Tx/Rx errors, Tx/Rx
data packets and so on. The Graph area displays trends such as top 10 SSID by traffic, traffic analysis of WLAN based on their client count,

channel, 15 min intervals and so on.

4. Generate the report as described in Saving Reports and Generating Reports on page 66.

Generating a Client Report

You can generate reports for clients to analyze their health and performance.

1. After you to login to the Web interface, select Reports from the menu in the left.

The following sub-menu items appear:

e AP

e WLAN
e C(Client
e  Rogue
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2. Click Client in the sub-menu.
The Client reports page is displayed with a Report Option area, Table area and a Graph area.
The Reports Option area displays the Group, Interval and Period.

The Table area displays additional information about the clients such as their name, IP address, OS type, Controller Name and so on. You
can also view the list of clients by the top 1000 clients and next thousand client. You can click on Top 1000 Clients and Next 1000 Clients
to view the same.

You can also click on Export and select CSV or PDF to have the reports saved as a CSV or PDF file, respectively.

FIGURE 36 Client Report Page
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3. Configure the report settings as described in Configuring Report Options on page 65.

The table area displays information about the client such as the name, IP address, OS type, vendor, Controller Name and so on. The Graph
area displays trends pertaining to the clients performance such as top 10 clients by traffic, traffic analysis of clients based on their vendor,
associated time, potential throughput, OS, and so on.

4. Generate the report as described in Saving Reports and Generating Reports on page 66.
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Generating Reports for Rogue Devices

You can generate a Rogue report showing all current and past detected Rogue devices over the report period.

1. After you to login to the Web interface, select Reports from the menu in the left.

The following sub-menu items appear:

e AP

e WLAN
e Client
e Rogue
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2. Click Rogue in the sub-menu.

The Rogue reports page is displayed with a Report Option area, Table area and a Graph area.

The Reports Option area displays the Group and Filters. Refer the illustration below.

FIGURE 37 Rogue Report Options
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The Table area displays additional information about the rogue devices such as their BSSID, SSID, type, channel, radio, encryption and so
on.

You can also click on Export and select CSV or PDF to have the reports saved as a CSV or PDF file respectively.

The options Top 1000 Rogues and Next 1000 Rogues displays the list of top 1000 and next 1000 rouges devices detected thus far
respectively.

The page typically displays following information about the rouge device that's detected:

o  Detecting Network Name

o  Detecting AP Name

e  Rouge AP BSSID

e SSID

e Type

e  Channel

e  Radio Type

e  Encryption

o Last Detected

RUCKUS Unleashed Multi-Site Manager User Guide, 2.5
Part Number: 800-72985-001 Rev A 71



Working with Reports
Viewing Saved Reports

FIGURE 38 Rogue Report Page
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3. Configure the report settings as described in Configuring Report Options on page 65.

The table area displays information about the rogue devices such as the BSSID, type, channel, radio, encryption and so on.

Viewing Saved Reports

The Saved Reports page displays reports that you have previously configured and saved.

1. After you to login to the Web interface, select Reports from the menu in the left.

The following sub-menu items appear:

72

AP
WLAN
Client

Rogue
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2. Click any of the sub menu.

The Saved Reports reports is appeared in the middle pane.

FIGURE 39 Saved Report Page
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The first table lists all the reports generated and saved. Its displays the following information about the saved reports.
e  Report Name: displays the name of the report.

e  Frequency: displays how periodically the report was configured to generate.

o  Generate PDF: displays Yes if the report was saved as a PDF.

e  Generate CSV: displays Yes if the report was saved as a CSV.

o  Email: displays the email address provided while saving the report.
o  FTP: displays the FTP location where the report is saved.
e Created Time: displays the time when the report was saved.

The second table display the following:

o  File Name: displays the name of the report file name

o  PDF File: displays the size of the generated PDF. You can download the PDF by clicking the file.
o  CSVFile: displays the size of the generated CSV. You can download the CSV by clicking the file.
o Created Time: displays the time when the report was generated.

3. Configure the report settings as described in Configuring Report Options on page 65.
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Upgrading the Software
Backing Up and Restoring the Database from the Web Interface
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Manually Transferring Files

The Administer Tab

The Administer tab provides options for viewing audit logs, updating the software license file, performing user management, and other

administration functions.

Viewing Audit Logs

Audit logs describe configuration actions that were performed on the software and identify the users who initiated each action. Auditing is an

important function that can help you determine when a configuration change was made and by whom in order to troubleshoot possible issues. The
log is shown as per time sequence.

The Audit Log page displays the following:

Audit Type: describes the user action that was performed such as a user logging off and so on.
Severity: describes the severity of the event as High, Low and Normal.

Time: displays the time when the event took place.

User: displays the email ID or name of the user who initiated the event.

Message: displays user notes included while initiating the event.

The following table lists the entries that can appear in the audit logs.

TABLE 12 Audit Log Entries

Audit Type Description

Task creation error occurred User created a provisioning task but it failed.

Configuration upgraded User created a configuration upgrade task.

Firmware upgraded User created a firmware upgrade task.

Device rebooted User created a reboot task.

Device reset to factory default User created a factory reset task.

Configuration settings updated User updated a device's configuration from the Device View.

User logged in

User logged into the software Web interface.

User failed to log in User failed to logged into the software Web interface.
User logged out User log out of the software Web interface.
User account created Administrator created a new user account.
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TABLE 12 Audit Log Entries (continued)

Audit Type

User account updated
User account deleted
Device log file retrieved
Device log file emailed
Device ping test performed
VLAN settings updated
Audit log emailed

License file verification

License file uploaded
Device registered
Inventory file imported

Firmware file imported

Configuration template created or updated

Device group created or updated
Device tag created or updated
Task canceled

Approval mode updated

New event occurred

Auto configuration rule created
Controller configuration obtained
SSL certificate uploaded
Inventory status created
Inventory status modified
Inventory status assigned
Inventory comment assigned
Inventory status deleted
Controller configuration cloned
Device authenticated

Managed group created
Managed group updated
Managed group deleted
Managed group device(s) added
Managed group device(s) removed

User group mapping updated

Description

Administrator updated a user account.

Administrator deleted a user account.

User retrieved an AP's log file from the Device View.

User sent out an AP's log file via email.

User performed a PING test from the Device View.

User updated the AP's VLAN settings from the Device View.
User sent out software's audit log via email.

The maximum number of devices supported by your software license has been reached. To manage
additional devices, contact your Ruckus Sales representative and obtain a license for additional devices.

User uploaded a new license file into the software.

A device registered with the software.

User imported an inventory file (XLS) into the software.
User uploaded new firmware image files.

User edited the configuration template.

User created or updated the device group.

User created or updated a tag name.

A user-created task has been canceled.

User updated the AP approval mode on the Inventory page
User created a new event.

User created a new auto-configuration rule.

User performed "obtain Controller configuration" from a controller device.
User uploaded an SSL certificate to the software.

User created an inventory status.

User updated an inventory status.

User changed a n AP's inventory status.

User edited an AP's comment on the Inventory page.
User deleted an inventory status.

User created a "Clone Controller" task.

UMM authenticates the device successfully.

User created a group for delegated management.

User updated a group for delegated management.
User deleted a group for delegated management.

User assigned devices to a managed group.

User removed devices from a managed group.

User changed the "user account" and "managed group" mapping.

User logged in via the Northbound interface A 3rd party system logged into the software via the Northbound interface.
User logged out via the Northbound interface A 3rd party system logged out of the software via the Northbound interface.
Northbound interface operation invoked A 3rd party system invoked the Northbound interface.

Upgrade script started User installed a patch on the software server.

Upgrade successful User patched the software successfully.

Upgrade failed User patch for the software failed.

ZoneDirector could not be reached The software could not reach a managed ZoneDirector.
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TABLE 12 Audit Log Entries (continued)
Audit Type
Task deleted
Task restarted
Automatic report created or updated
Automatic report emailed success
Automatic report emailed failed
System log emailed
Connectivity of devices emailed
Connect to Controller fail
A new Controller template created
A Controller template updated
A Controller template deleted
Automatic report ftp uploaded success
Automatic report ftp uploaded failed
Automatic report local file saved
Alarm notification emailed
Backup database
Restore database
Purge job failed
License delete
Group create
Group modify
Group delete
Device settings modify
Device delete
Device edit WLAN
Device block
Device unblock
Device backup
Device restore
Device upgrade
Rule create
Rule update
Rule delete
Rule import
Zero touch backup file upload
Zero touch backup file delete
Report create
Report update
Report delete
Report generate

Cert update
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Description

User deleted a task.

User restarted a failed task.

User created an automatic report.
Automatic report is emailed successfully.
Automatic report email is failed.

System log is emailed.

Connectivity of devices is emailed.

The software not able to connect to controller.
User creates a new controller template.
User updates a controller template.

User deletes a controller template.
Saved report is successfully uploaded to FTP server.
Saved report fails to upload to the FTP server.
User saves Automatic report local file.
UMM has send out the alarm via email.
Backup the database by the User.
Restore the database by the User.

Purge job is failed.

User can delete a license.

User can create a group.

User can modify a group.

User can delete a group.

User can modify the device settings.
User can delete a device.

User can edit the controller's WLAN.
User can block the device.

User can unblock the device.

User can backup the device.

User can restore the device.

User can upgrade the device.

User can create a rule.

User can update a rule.

User can delete a rule.

User can import a rule.

Performing Administrative Tasks
Viewing Audit Logs

Zero Touch Deployment Unleashed configuration file is uploaded to UMM.

Zero Touch Deployment Unleashed configuration file is deleted from UMM.

User can create a report.
User can update a report.
User can delete a report.
User can generate a report.

User can update a certificate.
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TABLE 12 Audit Log Entries (continued)

Audit Type

Cert import

Cert Restore

Device Registration

Maps Settings

Device Backup

Memory Optimization Settings
UE Session Settings
Security Code

Logo Settings

SMTP Settings

Purge policy

Tacacs+ Settings

FTP Settings

SNMP V2 Settings

SNMP V3 Settings

SNMP Trap Enable Settings
SNMP Trap Settings

Events & Alarms selection
Flexera server setting
Download system full logs
Alarm Light Setting

Alarm Email Notification
User Customized Alarm
Alarm Event Selection
Alarm Acknowledge

Event configuration create
Event configuration update

Event configuration delete

Event configuration assign controllers

Task create

Task update

Task delete

Download backup file

Saved backup file

Backup file ftp uploaded success
Backup file ftp uploaded failed
User create

User update

User delete

Device redirect

Add indoor map
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Description

User can import a report.

User can restore a report.

User can register a device.

Map setting is changed.

User can backup a device.

Memory Optimization Settings is changed.
UE Session Settings is changed.

Security code is reset.

Logo Settings is changed.

SMTP Settings is changed.

Purge policy is changed.

Tacacs+ Settings is changed.

FTP Settings is changed.

SNMP V2 Settings is changed.

SNMP V3 Settings is changed.

SNMP Trap Enable Settings is changed.
SNMP Trap Settings is changed.

Alarm Event selection settings is changed.
UMM licenses is changed via Flexera server.
System full logs are downloaded.

Alarm Light Setting is changed.

Alarm Email Notification is changed.

User Customized Alarm is changed.
Alarm Event Selection is changed.

User acknowledges the alarm.

User can create an event configuration.
User can update an event configuration.
User can delete an event configuration.
ZD is assigned to an Event configuration group.
User can create a task.

User can update a task.

User can delete a task.

User can download a backup file.

User can save a backup file.

User successfully uploaded a backup file ftp into the software.

User failed to upload a backup file ftp into the software.
User can be created.

User can be updated.

User can be deleted.

User is redirected from UMM to devices.

Indoor map is added.
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TABLE 12 Audit Log Entries (continued)

Audit Type Description

Update indoor map Indoor map is updated.

Delete indoor map Indoor map is deleted.

Switch firmware upload User can upload a switch firmware.

Switch firmware delete User can delete a switch firmware.

Database backup file delete User can delete a database backup file.

User failed to log in. User used an incorrect password to log in to the software three times.
Automatic report emailed Automatic report has been sent out.

Notify third-party Settings User Update Notify third-party Configuration

Managing Software Licenses

The number of RUCKUS AP devices and ICX switches that the software can manage is limited by one or more license files. The AP devices can be ZD
or Unleashed. Once the limit is reached, the additional devices will be set to 'license exceed status' and Unleashed Multi-Site Manager will stop
monitoring or managing them. Refer to the Administer > License page to see how many APs and switches are currently licensed.

A fresh Unleashed Multi-Site Manager installation provides only 1 Unleashed license by default. When you upgrade the software from a FlexMaster
version to Unleashed Multi-Site Manager, it provides 100 ZoneDirector licenses and 1 Unleashed license, by default.

There are three types of software licenses file- one for ZD and P300, one for Unleashed, and one for ICX. ZoneDirector license consumes Unleashed
Multi-Site Manager license according to it's AP license. For example, ZD3500 will consume 500 licenses even when the 500 APs are not managed by
Zone Director.

Unleashed license consumes software license according to its connected AP number. The unleashed license is updated whenever the software
receives the information message from unleashed but the unleashed AP connect status is updated every 15 mins. So, there is a gap between the
software update the Unleashed license (every 1 to 60 mins) and it’s AP connected status (15 mins). This may cause an inconsistence between
connected AP and license on the web user interface.

Unleashed Multi-Site Manager will not delete the device when license expires. It just changes the status of the device which does not have enough
license to license exceed and stops monitoring and managing them.

ICX licenses consume software license according to the number of switch units.

To enable Unleashed Multi-Site Manager to manage additional APs or switches, you need to upload at least one more license file. Use the License
page in Administer > License to upload a license file.

NOTE

When managed devices consume all the available license seats that the current license file supports, an alert message appears on the
License page.
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FIGURE 40 License Page
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The page displays the total ZD, Unleashed and switch licences available and the unused ZD, Unleashed and switch licences.

NOTE
Licenses Consumed by ZoneDirectors indicates the total number of AP devices that your ZoneDirector licenses can support, not the
number of APs that your ZoneDirector devices are currently managing.

When your total inventory nears the total licences purchased, you can buy a new license to add on to the maximum number; that is, a new license
adds on to the previous license, and it does not overwrite the previous license. Thus, the total licenses purchased is the sum of AP counts within
each license file.

Click Delete to remove the expired temporary licenses.

Uploading a License File

You can update your current software license by uploading additional license files using the Web interface.

Once you obtain a new license file from RUCKUS, log in to the Unleashed Multi-Site Manager Web interface.
Go to Administration > License.

Click Upload License. The Upload a license file appears.

Click the Drop file here or click to upload file link.

Select the license file, and then click Open.

ol A A

Click OK to upload the license file to Unleashed Multi-Site Manager.

Deleting the Expired Temporary License

You can delete your expired temporary software license.
1.  Once you obtain a new license file from RUCKUS, log in to the Unleashed Multi-Site Manager Web interface.
2. Go to Administration > License.

3. Select the license file, and then click Delete.
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Managing User Accounts

When you want to share or delegate device management and monitoring tasks with other users in your organization, the software allows you to
create additional user accounts. You should create a new user account and assign an appropriate role for each person who uses the software.
RUCKUS recommends against using one login account for multiple users as doing this may not produce useful audit log results.

FIGURE 41 Users & Assignment Page
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User Roles and Privileges

By default, the built-in admin account is listed; this account cannot be deleted or the User Name or User Role changed, but the password can be
changed. User roles determine privileges and views available to a user within the Unleashed Multi-Site Manager system.

NOTE
There is no limit to the number of accounts that you can create for each user role.

User roles determine privileges and views available to a user within the Unleashed Multi-Site Manager system. The following are the roles that you
can assign in Unleashed Multi-Site Manager:

o  Network Administrator

o  Group Administrator

e  Read Only

Network Administrator

The Network Administrator role grants full read and write privileges to the entire Unleashed Multi-Site Manager system. The installation process
creates one default Network Administrator (admin) account; this default admin account cannot deleted or renamed.

NOTE
The default Network Administrator (also called Super User) has the highest account privilege and can auto-provisioning rules, and other
user accounts (including other Network Administrator accounts).
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A Network Administrator can perform the following tasks:
e  Manage all devices in the Inventory.
e  Create user accounts for a Group Administrators and Read Only.

e  Assign devices to device management groups. These device groups can be assigned to create user accounts for a Group Administrators
and Read Only.

Group Administrator

The Group Administrator role grants full read and write privileges to the assigned devices. A Group Administrator can perform the following tasks:
e  Manage devices that belong to assigned groups
e  Assign devices to device management groups
o View Dashboard and Inventory information related to the assigned devices

e  Provision configuration upgrade tasks for assigned devices

Read Only Role
The Read Only role only grants the privilege to view assigned devices.

Users with the Read Only privilege will have a limited view of the web interface features. In this release of the software, only the Dashboard, Device
and Report menus are visible. Also, only device groups assigned to the user are visible under the Devices menu. There are no write privileges given
in this role. Read Only users can use the hyperlinks to ZD and 200.7 MR Unleashed networks. For versions of Unleased prior to 200.7, the hyperlinks
are disable for Read Only users.

Creating a New User Account

When you want to delegate the responsibility of managing the software and its managed devices to other authorized users in your organization, you
can create a user account for each of them. There is no limit to the number of user accounts that you can create.

1. Go to Administration > Users & Assignment.
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2. Click Create.

The Create User page appears.

FIGURE 42 Creating a User Account
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3. InUser Name, type a name that you want to assign to this user account. For example, you can type john or john doe. The user name
is not case-sensitive and can contain up to 50 alphanumeric characters and spaces.

4. InPassword, type a password for the account. The password is case-sensitive and can contain up to 50 alphanumeric characters.
5. Repeat the password in Confirm Password.
6. InUser Role, select the role that you want to assign to this user.

The options that appear on the User Role menu depends on your own user role. If you are a Network Administrator, then the following
user role appear on the menu: Group Administrator and Read Only.

For more information on user roles, refer to User Roles and Privileges on page 81.

7. In Device Groups, select the desired device group to the user.

NOTE
The select device group is only available for Group Adminitrator and Read Only user roles.

8. Click OK to create the account.

The page refreshes, and then the user account you have created appears in the Users list.

Editing a User Account

Edit a user account if you need to make account changes, such as the user password or the user role.

1. Go to Administration > Users & Assignment.
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2. Find the row in the Users table for the desired user account to edit, and then click Edit.

FIGURE 43 Editing a User Account
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3. Edit the following options as required:
e  User Name
e  Password
e  Confirm Password
o  Assign Groups

4. Click OK to save your changes.

Deleting a User Account

Delete user accounts that you no longer need to save space on the software database and prevent unauthorized users from gaining access to the
the software Web interface.

1. Go to Administration > Users & Assignment.

2. Find the row in the Users table for the desired user account to delete, and then click Delete.

The page refreshes, and then the user account you deleted is removed from the Users list.

Upgrading Switch Firmware

You can upload the switch configuration file to upgrade a switch version.

Go to Administration > Switch Firmware
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The Switch Firmware page appears. You can drop the file within the grey box provided. After the upgrade is completed the details of the upgrade
are displayed below such as the firmware version and models supported.

FIGURE 44 Upgrading the switch firmware version

«
Switch Firmware

Upload the firmware(* zip) used for upgrading the Switch{es)

Firmware Version Madels Supported

FI08080 ICX7250, ICX7850, ICX7750, ICX7150, ICX7450

Fl08080 ICX7250, ICX7850, ICX7650, ICXT750, ICXT150, ICX7450
FI08080¢ca ICXT7250, ICXT650, ICXT750, ICX7150, ICXT450

Switch Firmware

Managing SSL Certificates

When you use HTTPS to connect to the the software Web interface, a security warning appears every time you connect to the Web interface. This is
because the default SSL certificate (or security certificate) that the software is using for HTTPS communication is signed by RUCKUS and is not
recognized by most Web browsers.

If you want to prevent these security warnings from appearing, then you need to import an SSL certificate that was issued by a recognized
certificate authority such as VeriSign.

NOTE
When you upload a new certificate to Unleashed Multi-Site Manager, ensure that the root certificate is trusted by the ZD and Unleashed,
else, it will break the connection between Unleashed Multi-Site Manager and ZD/Unleashed

This section describes how to generate a certificate request file to obtain an SSL certificate and how to import a SSL certificate into the software.

Importing an SSL Certificate

When you already have an SSL certificate, you can import it into Unleashed Multi-Site Manager and use it for HTTPS communication. To complete
this procedure, you need the SSL certificate file and the key pair password that you set when you created the certificate signing request (CSR) file.

1. Go to Administration > SSL Certificates.
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2. Onthe SSL Certificates page, click the Import a Certificate tab.

FIGURE 45 Importing an SSL Certificate

SSL Certificates

View Certificates Create a New Request Import a Certificate

Warning: Incorrect certificate will cause connection error of ZD/Unleashed/Switch to UMM

Server Certificate:

Intermediate CA Certificate:

Private Key:

Key Passphrase:

Impaort Restore

In Server Certificate, drop the file to the box provided or click the box to upload the certificate file.
In Intermediate CA Certificate, drop the file to the box provided or click the box to upload the Intermediate CA certificate file.
In Private Key, drop the file to the box provided or click the box to upload the private key.

o Uk~ w

Click Import.

A message appears, informing you that the certificate has been imported successfully. If you want to restore to the default certificate and
private key, click Restore.

7. Click the View Certificates tab.
For more information, refer to Viewing Current Certificates on page 90.

Try connecting to the software Web interface using HTTPS.
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Creating a Certificate Signing Request File

When you do not have a certificate, you need to create a certificate signing request (CSR) file and send it to a SSL Certificate provider to purchase an
SSL certificate. The software Web interface provides a form that you can use to create the CSR file.

1. Onthe SSL Certificates page, click the Create a New Request tab.

FIGURE 46 Creating the Certificate Signing Request

SSL Certificates

Common Name:
Organization:
Organization Unit:
Locality or City:
StatelProvince:
Country: admin@ruckus.com

Key pair password: seses

Confim password:

Key Size: @ 1024 (7)2048

Create
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View Certificates Create a New Request

Import a Certificate

Thee following characters are not allowed: <>~ @RS %17

The Common Name.

The complete legal name of your organization (for example, Ruckus Wireless, Inc.). Do not abbreviate.

The department in your organization that manages network security (for example, Network Management).

The city where your organization is legally located (for example, Sunnyvale).

The state or province where your organization is legally located (for example, California). Do not abbreviate.

The two-letter SO abbreviation for your country (for example, if your organization is located in the United States, type US).
The password must be at least six characters long.

SSL key length
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2.

In the text boxes provided, fill in the following information:

a) Common Name: Type the fully qualified domain name of your Web server.
This must be an exact match (for example, www . ruckuswireless.com).
b) Organization: Type the complete legal name of your organization (for example, RUCKUS Wireless, Inc.).
Do not abbreviate your organization name.
c) Organization Unit: Type the name of the division, department, or section in your organization that manages network security (for
example, Network Management).
d) Locality or City: Type the city where your organization is legally located (for example, ).
e) State/Province: Type the state or province where your organization is legally located (for example, California). Do not abbreviate the
state or province name.
f)  Country: Type the two-letter ISO abbreviation for your country (for example, if your organization is located in the United States, type
Us).
g) Key pair password: Type the password that you want to use for the SSL certificate.
The key pair password must consist of at least six characters.
h) Confirm password: Retype the key pair password to confirm.
i)  Key Size: Select the required key size--1024 or 2048.
ATTENTION
Remember the key pair password that you set in this procedure. You need to enter this password when you import the SSL
certificate into Unleashed Multi-Site Manager.
Click Create.

The New Certificate Information page appears, displaying a summary of the certificate information that you entered. If you find any
incorrect information or if you want to edit the certificate information, then click Remove Certificate, and then start over with Step 1. If
the certificate information is correct, then continue to Step 4.
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4. Click Generate CSR. The page refreshes, and then displays the content of the CSR.

FIGURE 47 The Default SSL Certificate on the Software

S5L Certificates

View Certificates Create a New Request Import a Certificate

Hew Certificate Information
Subject DM:
Issuer DN:
Remaove Cerificate
Copy the entire content of the box below, and then paste it into a text editor (for example, Notepad).
To copy: ({CTRL + C on PC, Command + C on Mac) To paste: (CTRL +V on PC, Command + V' on Mac)

Select All Cancel

5. Copy the complete content of the CSR request, and then paste it into a text editor (for example, Notepad). Save the file.

6. Go to the SSL Certificate provider website and follow the instructions for purchasing an SSL certificate.
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Viewing Current Certificates

To view the details of the certificate file that the software is currently using, click the View Certificates tab on the SSL Certificates page.

FIGURE 48 Viewing Current Certificates

RUCKUS™

SSL Certificates

View Cerlificates Create a New Reguest Import a Cerlificate

Current Certificate

[
[

Version: V3

Subject: OU=Flexmaster, O=Ruckus Wireless Flexmaster, L=Sunnyvale, ST=California, C=US
Signature Algorithm: SHAZ56withR3A, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 2048 bits

modulus:
28810399646057710252151698870896340880304300902391611295211123631492363000380703337842678
6903590064975502085826456533069564537495151464697247982085681210119269447967539775510343
3470245266630245046744693559499360874772584736650025180883876829765378919075543407223587
50283439413435799860983212645910350081440935516153521309670019439971759340823230797 15126
12730187963323 1164740107 14733891170050331056774413546910788867 1856888957 28076602406118728
G971064181473957969752502129018765687087203524200919799089620675338814173370231025438677
436866102236878276103847049047187825134014500519596465281447083474031157197031106649649
public exponent: 65537

Validity: [From: Sat Dec 12 02:39:43 C3T 2015,

To: Thu Aug 02 02:39:43 CST 2040]

Issuer: QU=Flexmaster Actual, O=Ruckus Wireless Flexmaster, L=Sunnyvale, ST=California, C=US
SerialMumber: [ adef2f31 2de139b5]

S5L Cerificates

Certificate Extensions: 3

Upgrading the Software

RUCKUS may periodically release the software updates that contain feature enhancements or fixes for known issues. These software updates are
made available on the RUCKUS Support website or released through authorized channels.

Update files typically use {version number}.patch for their file naming convention (for example, 9.12.0.0.11.patch).
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ATTENTION
Although the software update process has been designed to preserve all software configuration settings, RUCKUS strongly recommends
that you back up the software database, in case the update process fails for any reason.

1. Login to the host server as root.
2. Insert the Unleashed Multi-Site Manager upgrade CD into the CD-ROM drive.

If the software server does not automatically mount the software CD-ROM, then continue with Step 3. If the server automatically mounts
the CD-ROM, then continue with Step 5.

3. Type the following command to create a mount point (or directory where you want to mount the CD-ROM):

# mkdir -p /mnt/cdrom

4. Type the following command to mount the CD-ROM manually to the created mount point:

# mount /dev/cdrom /mnt/cdrom

5. Upload the patch file (for example, 9.12.0.0.11.patch. tar) to the software server.
6. Copy the patch file to the Unleashed Multi-Site Manager folder /home /UMM/:

# cp 9.12.0.0.11.patch.tar /home/UMM/

7. Untar the patch file with following command:

# tar -vxf 9.12.0.0.11.patch.tar

8. Make sure that the {version number}.patchfile,suchas9.12.0.0.11.patch, has been extracted from the tar file.

9. Upgrade Unleashed Multi-Site Manager with the following command:

# ./upgrade.sh 9.12.0.0.11

10. If the software upgrade fails for any reason, then send the upgrade log file, /home/UMM/9.12.0.0.11.patch, and the screen
dump to RUCKUS Support.

ATTENTION

After installing a software update, RUCKUS recommends backing up the software database so you have a backup of the updated database
schema. Refer to Backing Up and Restoring the Database from the Web Interface on page 92 or Backing Up the Database from the
Command Line Interface on page 25 for more information.

Recovering Unleashed Multi-Site Manager from an Unsuccessful Software
Update

If the software update fails for any reason, then the software update script is designed to automatically recover and restore your previous software
installation. If the auto restore process also fails, then you can still restore your previous software installation manually from the database that you
backed up.

To recover your software installation manually, do the following:

1.  Remove the Unsuccessful Unleashed Multi-Site Manager Installation.
2. Reinstall the Previous Unleashed Multi-Site Manager Software Version.

3. Restore the Backup Unleashed Multi-Site Manager Database.
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Step 1: Remove the Unsuccessful Software Installation

1. Login to the Unleashed Multi-Site Manager server.

2. Execute the Unleashed Multi-Site Manager uninstall script.
# ./uninstall.sh

After you execute the uninstall script, it performs the following steps:

a) It shuts down the Tomcat server.

b) It shuts down the MySQL server.

c) It deletes the configuration files, and uninstalls the software services.

d) It restores the original /etc/my. cnf file.

e) Itfinds /etc/my.cnf.ruckus, andthenrenamesitto /etc/my.cnf.

f)  Finally, it deletes the /home /UMM directory.

When the uninstall script completes deleting the /home /UMM directory, the uninstallation process is complete.

Step 2: Reinstall the Previous Software Version

Follow the Unleashed Multi-Site Manager installation instructions described in Installing the Software on page 19.

Step 3: Restore the Backup Software Database

Before starting this procedure, take note of the file path to the software database backup file. You need to enter this file path when you execute the

restore script

Follow these steps to restore a backup copy of the software database.

1.  Onthe Linux server, go to the software root directory (/home /UMM), where the database restore script is located.

2. Execute the database restore script by entering the following command:
# ./restore.sh
Press Enter and submit the file name. and them application begins restoring the database .
# [root@localhost UMM]# ./restore.sh

When the restore process is completed, a message appears in the command line interface, informing you that the software database that
you specified has been restored successfully.

Backing Up and Restoring the Database from the Web
Interface

You can also perform database backup from the Web interface. This section describes how to use the Web interface to perform manual and
scheduled database backup. It also describes how to restore the software database from a backup file.
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Backing Up the Database from the Web Interface

ATTENTION
This procedure halts the software operation. Do not perform this procedure when you need the software to be operating properly.

NOTE
There are two databases running on the Unleashed Multi-Site Manager server; MariaDB and ElasticSearch. By default, Unleashed Multi-
Site Manager backs up the MariaDB. You must check the Include ES option to backup both MariaDB and ElasticSearch.

Go to Administer > Support and record the software version number (such as 9.12.0.0.11).
Go to Administer > DB Backup/Restore.

Look for the Database Backup section.

> w0 e

In File Name, type a name that you want to assign to the backup file, using the format DB [Unleashed Multi-Site Manager
version number] [YYYY-mm-dd-hh].For example, the backup file name mightbe DB 9.12.0.0.11 2015-06-21-02.
(Including the software version number version number can make it easier to upgrade and downgrade the software database files.)

Do not allow software to automatically assign a file name (in the format DB_ [YYYY-mm-dd-hh], because the automatically assigned
file name does not include the software version number.

ATTENTION
This procedure halts software operation. Do not perform this procedure when you need the software to be operating properly.

NOTE
There are two databases running on the Unleashed Multi-Site Manager server; MariaDB and ElasticSearch. By default, the
software backs up MariaDB only. Ensure you select the Include ES option to backup both MariaDB and ElasticSearch.
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5. Click Back Up. The Backup Status Area window appears and displays the progress of the backup process.

FIGURE 49 Backup Status Area Window
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Database Backup
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DB Backup & Restore Logs

DB Backis ! Resle
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Schedule Backup Task

D Schedule Backup

Save

Unleashed Multi-Site Manager backs up its database and reboots its server. Wait for this reboot to complete, and then log back into the
software web interface.

ATTENTION
Do not navigate away from the DB Backup/Restore page while the backup process is in progress. Doing so cancels the backup
process.

You have backed up the software database.

Scheduling Database Backup

You can also configure the software to back up its database automatically based on a schedule that you set.
Go to Administration > DB Backup/Restore.
Look for the Schedule Backup Task section.

1
2
3. Select the Schedule Backup checkbox.
4

In Frequency, specify how often you want the software to automatically back up the database. Options include Daily, Weekly, and
Monthly.
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5. Configure additional options for the Frequency option that you clicked.
e If you clicked Daily, then set the Time of Day when you want the software to back up the database.
e If you clicked Weekly, then set the Day of the Week and Time of Day when you want the software to back up the database.

e If you clicked Monthly, then set the Day of the Month and Time of Day when you want the software to back up the database.
6. Click Save.

You have completed configuring the software to back up its database automatically.

Viewing and Deleting Database Backup Files

1. Go to Administration > DB Backup/Restore.
2. Look for the DB Backup and Restore Logs section.

A table appears, displaying the file names of the database backup files and the dates when they were created.

3. To delete a database backup file, click the option button next to the database file name, and then click Delete.

Restoring a Backup Copy of the Database

1. Go to Administration > DB Backup/Restore.

2. Inthe Database Restore section, A table appears and displays the file names of the database backup files and the dates when they were
created.

3. Select the database file name that you want to restore and click Restore.
FIGURE 50 Database Restore Screen
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The Restore Status Area window appears and displays the progress of the restore process.

RUCKUS Unleashed Multi-Site Manager User Guide, 2.5

Part Number: 800-72985-001 Rev A 95



Performing Administrative Tasks
Generating Support Information

4. Check the Restore Status Area window for the following message:

restore db completed...success. Please wait for system restart automatically.
Unleashed Multi-Site Manager DB has been restored with {UMM-database-file-name}.tgz

5. Wait for the software login page to appear.

When the login page appears, you have completed restoring the backup database.

Generating Support Information

When you request technical support from RUCKUS, you may be asked to collect information about Unleashed Multi-Site Manager that may help
RUCKUS troubleshoot the issue. You need to generate system logs.

Viewing System Logs

The system log captures information according to the file size. Unleashed Multi-Site Manager generates a new log file when the original log file size
is bigger than the threshold.

1. Go to Administer > Support.

2. InSelect Log File, select the required log file.

3. Click View Log. The log displays information from either midnight to the current time or midday to current time.
FIGURE 51 Viewing a System Log File

bl ol SA T Y

Unleashed Multi-Site Manager Version: 21104016
Original Unleashed Multi-5ite Manager Installation Time: Mar 26 2018 230047
System Log:
Dowload Full Logs Select Log File: intune2 log | ~ Wiew Log Email Log

ERROR [Apr. 10 2018 10:45:00]
parse file name enors...

ERROR [Apr, 10 2018 10:45:00)
parse file name errors..

ERROR [Apr. 10 2018 10:45:00]
parse file name erors. .

ERROR [Apr, 10 2018 10:4500)
parse file name emaors...

ERROR [Apr, 10 2018 10:45.00]
parse file name arrors.

ERROR [Apr. 10 2018 10:45:00]
parse file name erors...

ERROR [Apr. 10 2018 10:45:00]
parse file name erors...

ERROR [Apr. 10 2018 10:45:00)
parse flile namsa anmors.

ERROR [Apr. 10 2018 10:45:00]
parse file name emors...

Email: support@ruckuswireless.com Support: https:/isupport.ruckuswireless.com
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Downloading System Logs
1. Go to Administer > Support.
2. Click Download Full Logs.

Unleashed Multi-Site Manager zips all the existing log files and downloads the umm_1logs. zip file to your client workstation.

Emailing a Copy of the System Log File

1. Go to Administer > Support.
2.  Click the Email Log button. The System Log form appears.
The To and Subject fields are filled out, and the system log has been added as attachment.
The To address must be previously configured in the System Settings. Refer to Configuring System Settings on page 101.

3. Type any information you want to highlight in the message box.
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4. Click Send to send the email message.

FIGURE 52 Sending the System Log in Email

N

Support

Unleashed Multi-Site Manager Version: 21.1010.16
Original Unleashed Multi-Site Manager Installation Time: Mar. 26 2018 23:.00:47

System Log:
(EMAIL)
To:
Subject: System Log Report
Attached: AZintune2.log

ZZnventoryList htm
Unleashed Multi-Site Manager Version: 2.1.10.10.16

Enter your message here:

Send Cancel

Email: support@ruckuswireless.com Support: https://support.ruckuswireless.com

Manually Transferring Files

There may be times when you would like to manually transfer log and other files between a Windows workstation and a software server. Ruckus
recommends that you use a free Windows file transfer tool, WinSCP, or equivalent, to simplify the file transfers. WinSCP can be downloaded from
https://winscp.net/eng/download.php and installed on your Windows workstation.
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To transfer files to the Windows workstation:

1. Launch WinSCP and log in with the following selections:

2. Inthe WinSCP window, find the required files and transfer them to the Windows workstation.

File Protocol: SFTP, SCP or FTP

Encryption: None, SSL/TLS Implicit, SSL Explicit or TLS Explicit
Host Name

Port number

User name

Password

Account

Anonymous login

The most common software log files are:

/home /UMM/<version number>.patch.log

the log files in folder /home /UMM/ 10ogs

After you have transferred the files, you can use them as directed by Ruckus Support.
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Configuring System Settings

The System Settings option allows you to specify an SMTP server.

It also enables configuration of a purge policy. A purge policy establishes a length of time the software-generated files (such as logs, events, and
graph data) should be maintained on the software. Once the configured length of time has been reached, files/items older than the date are purged

from the software to save disk space. This prevents those files from growing interminably.

FIGURE 53 System Settings Page (part 1 of 4)
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FIGURE 54 System Settings Page (part 2 of 4)
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FIGURE 55 System Settings Page (part 3 of 4)
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FIGURE 56 System Settings Page (part 4 of 4)
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General Settings

You can configure some general settings such as device registration, map settings, ZD backup, memory optimization and so on.

Device Registration

This setting allows you to automatically approve all the newly added devices. Check the Automatically approve all devices check box and click Save
to save the configuration.

Map Settings

To use the Google Maps API, you must register the software on the Google API Console and get a Google API key which you can add to the software.
If you already have a Google APl Map Key, type the key to establish a connection with Google Maps. You can click the Apply a Google Maps API Key
to generate a key.

To use the Bing Maps API, you must register the software on the Bing Maps Dev Center and get a Bing API key which you can add to the software. If
you already have a Bing APl Map Key, type the key to establish a connection with Bing Maps. You can click the Apply a Bing Maps API Key to
generate a key.

UE Session Settings

User Equipment (UE) session services provide better accuracy of client traffic reports. However, if the Unleashed Multi-Site Manager is managing
many ZD and Unleashed controllers, then the software database can become overloaded with inputs.

Follow these steps to enable User Equipment sessions.

1. Go to Administer > System Settings.

2. Scroll down to the UE Session Settings section.

3. In Enable UE Session Services, select Yes or No to enable or disable User Equipment sessions, respectively.
4

Click the Save button that is in the same section.

Security Code

Through Public APIs, third-party software can integrate with Unleashed Multi-Site Manager managed devices, and access all the data from these
devices.

The security code is a token that you can use to communicate with the software application. This feature allows for enhanced security while
attempting to access the software. The code is system generated and can be reset only by a super administrator as the Security Code is only visible
to the supper user (admin@domianname).

Unleashed Multi-Site Manager provides APIs to:
®  List customer created groups
e List Unleashed/ZD/P300 devices
e List detail of one device for Unleashed/ZD/P300
e  List APs/clients/WLANs
e List events/alarms
e ListICX data
e  Edit SSID/PSK for selected WLAN
e  Enable/Disable for selected WLAN
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In the Security Code area, you can configure the application to send a HTTPS Post message with the AP's model/MAC/Unleashed ID/ZD SN
whenever a new AP join the UMM. The third-party URL must be provided in the URL field. Click Test to trigger a test message to the URL.

To view the security code or edit the code if you are a super admin, go to System > System Settings > General tab

Click Test to trigger a test message to the URL.
FIGURE 57 Security Code
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Logo Settings

You can change the Ruckus logo that appears up on the upper-left corner of the Unleashed Multi-Site Manager Web interface to a different image
(for example, your company logo). To do this, you need to upload an image file to replace the Ruckus logo. The image file must be smaller than 50

KB, with a recommended size of 138 by 40 pixels.

Prepare a 138 by 40 pixels version of your logo.

Go to Administer > System Settings.

1
2
3. Scroll down to the Logo Settings section.
4. Click the Choose File button.

5

When the Open/Browse dialog box appears, browse to the location where you saved the custom logo that you want to upload, and then

select it.
6. Click Open to save your selection.

7. Click OK to finish uploading the custom logo file.

The Web interface refreshes, and the custom logo that you uploaded appears in place of the default Ruckus logo.
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SMTP Settings

You must configure the software’s host server to enable it to send email notifications. For example, the Audit Log and System Log menu items offer
email options. When sending logs via email, the entire contents of these log files are sent to the preconfigured recipient (Default Mail To) specified
on the SMTP Settings page.

NOTE
You may have already configured the SMTP settings during the software installation.

1. Go to Administration > System Settings.
2. Click SMTP.

FIGURE 58 SMTP Settings

System Settings

General SMTP Purge Policy Tacacs+ FTP SNMP

Outgoing Mail Server Host Name: smtp.gmail.com

Unleashed Multi-Site Manager Name: UMMSystem

Server Port Number: 587

Default Mail from: arnsruckus2@gmail.com

Mail Host User Name (Optional): arrisruckus?

Mail Host Password (Optional): sssssssss

Default Mail to: arrisruckus@gmail.com
System Settings SMTP Encryption Options: LS STARTTLS

Alarm

Event Configuration

3. In Outgoing Mail Server Host Name, type the host name of the outgoing SMTP server.

4. (Optional) In UMM Name, enter a new name for the software server.
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5.

v © N o

10.

11.

12.

In Server Port Number, type the SMTP server’s listening port number.

The default SMTP port number is 25.

NOTE

. If you select TLS or STARTTLS SMTP Encryption Options, You must check the SMTP host name and port number with the SMTP
service provider, and configure Unleashed Multi-Site Manager accordingly. For example, the Gmail server uses 587 as its
STARTTLS port and 465 as the TLS port, and the QQ server uses 25 as its non-SSL port and 465 as its TLS port.

If your port number setting and protocol setting do not match, emails cannot be sent successfully. For example, if you select
port 25 and select STARTTLS for a QQ server, testing will fail. Emails do not automatically revert to the non-TLS protocol.

In Default Mail from, type the email address that appears as the sender of the email.

In Mail Host User Name (Optional), type the SMTP user name for the email account that you are using to send email notifications.
In Mail Host Password (Optional), type the SMTP password for the email account.

In Default Mail to, type the email address of the user to whom you want to send email notifications.

In SMTP Encryption Options:

o  Check the TLS box if you want the software to use Transport Layer Security cryptographic protocol.

o  Also check the STARTTLS box if you want the software to use the STARTTLS extension to upgrade plain email connections to
encrypted TLS connections instead of using a separate port for encrypted communication.

Click Test to verify that the software is able to use the SMTP settings that you configured to send email notifications. If an error appears,
then check your settings and update them with the correct settings.

Click the Save button that is in the same section.

Purge Policy

Use Purge Policy to automatically delete the software event logs, audit logs, and graph data after they age past a certain number of days. This helps

ensure that the software has sufficient disk space to perform tasks.

106
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Go to Administration > System Settings.
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2. Click Purge Policy.

FIGURE 59 Purge Policy Settings

System Settings

General SMTP Purge Policy

Delete events older than:

Delete alarms older than:

Delete audit logs older than:

Delete 15 minutes statistic data older than:
Delete hourly statistic data older than:
Delete daily statistic data older than:

Delete generated reports older than:

System Settings Send email alert to test2@fmtest.com

Alarm

3. Type a numerical value (all values are number of days) for one or more of the following:

Delete events older than

Delete alarms older than

Delete audit logs older than

Delete 15 minutes statistic data older than
Delete hourly statistic data older than
Delete daily statistic data older than

Delete generated reports older than

4. Click Save.

If purge fails, an email notification is sent to the email address provided.
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TACACS+

TACACS+ is an access control network protocol that provides separate authentication, authorization and accounting services.

NOTE
Authentication has four modes:

e  Only local (TACACS user cannot log in.)
e  Only TACACS (Except the Admin user who was created when the software was installed.)

e  First local then TACACS (Unleashed Multi-Site Manager will authenticate the user against the local database first and then
against the TACACS server.)

e  First TACACS then local (Unleashed Multi-Site Manager will authenticate the user against the TACACS server first and then
against the local database.) The Authentication Mode affects the user login process.

1. Go to Administration > System Settings.

2. ClickTacacs+ section.

FIGURE 60 TACACS+ Settings

o

System Settings

3. Enter the TACACS+ parameters:
e  Server - IP or the host name of the TACACS server.
®  Port - The port number of the TACACS service, the default value is 49.
e  Service Name.
e  Secret.
e  Confirmed Secret.
4. Click Test to verify that the software is able to use the TACACS+ settings that you configured.
If an error appears, then check your settings and update them with the correct settings.

5. Click Save.

FTP Server Settings

You must configure FTP server settings for your RUCKUS devices to communicate with an FTP server.

1. Go to Administration > System Settings.
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2. Click FTP section.

FIGURE 61 Editing FTP Server Settings

«

System Settings

3. Enter the FTP parameters:
®  FTP Host Name - IP or the host name of the FTP server.
®  FTP Port Number - The port number of the FTP service. The default value is 21.
®  FTP User Name - Login.
®  FTP User Password - Server password.
4. Click Test to verify that the software is able to use the FTP server settings that you configured.
If an error appears, then check your settings and update them with the correct settings.

5. Click Save.

SNMP Server Settings

If you have an SNMP trap receiver on the network, then you can configure the software to send SNMP trap notifications to the server. Enable this
feature if you want to automatically receive notifications for ZD, Unleashed, and client events that indicate possible network issues.

Enabling SNMP Traps
Before you can send SNMP trap notifications, you must enable SNMP trap notifications.

1. Go to Administer > System Settings.
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2.  Click SNMP Settings.

FIGURE 62 SNMP Configuring Settings

~

System Settings

General  SMTP  Purge Policy Tacacs+  FTP  SNMP
SNMP V2 Settings
Community Name Privilege +
test1111111111 Read Tvzp x
Read Trap | *
Delete Al Settings save
SNMP V3 Settings
User Name Auth Protocol  Auth Password Priv Protocol Priv Password Privilege
kenneth MD5 ~ | 12345678 DES v | 12345678 Read [/] Trap  *
save
SNMP Trap Enable Settings
Enable SNMP Trap: (0) Yes (@) No Save
SNMP Trap
SNMP Version Security Name Target Address Target Port
V2 v | testrtttniin [ 172.18.110.133 162
v3 v | kenneth v | 172184333 162
Delete All Seftinas save

Events & Alarms selection(Select miscellaneous event to be wrapped in generic trap.)

3. In Enable SNMP Trap, click Yes or No.
4. Click save.

5. Continue with Configuring SNMP Settings.

Configuring SNMP Settings
After you enable SNMP trap, you need to configure the SNMP v2/v3 settings, depending on the SNMP version that the SNMP trap receiver is using.

If Your Network Uses SNMPv2

1.  Click the System Settings > SNMP tab.
2. Under SNMPv2 Settings, configure the following settings:
a) Community: Enter the SNMPv2 community string.
b) Read: Select this check box to enable SNMP read access.

c) Trap: Select this check box to send SNMP traps to the trap server on the network.

NOTE

To add another SNMPv2 community string, click the E icon, and then configure the community string and read and trap
privileges.

3. Click Save to save your changes.
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4. Under SNMP Trap, configure the following settings:

a)
b)
c)
d)

SNMP Version: Select V2.

Security Name: Enter the security name.

Target Address: Enter the IP address of the SNMP trap receiver.
Target Port: Enter the SNMP port number on the SNMP trap receiver.

5. Click Save to save your changes.

If Your Network Uses SNMPv3

1. Click the System Settings > SNMP tab.

2. Under SNMP v3 Settings, configure the following settings:

a)
b)

d)

e)

g)

User Name: Enter a user name between 1 and 31 characters long.

Auth Protocol Select MD5, SHA or NONE authentication method (default is MD5).

e  MD5 (Message-Digest algorithm 5) is a message hash function with 128- bit output.
®  SHA (Secure Hash Algorithm) is a message hash function with 160-bit output.

Auth Password: Enter a passphrase between 8 and 32 characters long.

Priv Protocol: Select DES, AES or NONE.

e  DES (Data Encryption Standard), data block cipher.

e AES (Advanced Encryption Standard), data block cipher.

o  NONE: No Privacy passphrase is required.

Priv Password: If either DES or AES is selected, then enter a Privileged Password between 8 and 32 characters long.
Read: Select this check box to enable SNMP read access.

Trap: Select this check box to send SNMP traps to the trap server on the network.

NOTE

To add another SNMP v3 community string, click the D icon, and then configure the community string and read and trap
privileges.

3. Click Save to save your changes.

4. Under SNMP Trap, configure the following settings:

a)
b)
c
d)

SNMP Version: Select V3.

Security Name: Enter the security name.

Target Address: Enter the IP address of the SNMP trap receiver.
Target Port: Enter the SNMP port number on the SNMP trap receiver.

5. Click Save to save your changes.

Default Events for Which the Software Sends Trap Notifications

There are several event types for which the software sends trap notifications to the SNMP server that you specified.

The default event types include:

e  System administration events

e Mesh events
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e  Configuration events
o Client events

e AP Admin events

e  Performance events
e  Device status events

e  Alarm events

Default System Admin trap notifications:

e 7D System Failure Recovered

e  Admin restart

e  Admin shutdown

e  Admin upgrade

e  System cold restarted

e  System warm restarted
Default AP Admin trap notifications:

e AP delete

e AP joined

e AP joined with reason

e APlost

® AP lost heartbeat

Default Device status events trap notifications:
o  Connectivity problem
e  Device rebooted
e  Device recovers from disconnect state

e  Firmware successfully written to flash

Setting Events and Alarms for Which the Software Sends Trap Notifications
If you want the software to send trap notifications for non-default events, then you need to enable trap notifications for these events.

1.  In the SNMP section, scroll down to the Events & Alarms selection section.

2. Click the tab names to view the list of events from event types, and then select the check box for each event type that you want the
software to send trap notifications.

3. Repeat as required.

4. Click Save to save your changes.

Setting User Customized Alarms

Refer to User-Customized Alarms on page 115 and Configuring Alarm Settings on page 113 for information about user-customized threshold-
crossing alarms.

RUCKUS Unleashed Multi-Site Manager User Guide, 2.5
112 Part Number: 800-72985-001 Rev A



Alarm Settings

System
Alarm Settings

The Alarms Settings page allows you to configure email notification for alarms, edit user defined alarms and events. These functionalities are

captured under three sections, namely Email Notification, User Customized Alarm and Event Selection.

FIGURE 63 Alarm Settings

Create New Notification Email Group

Severty Criteria: [] Critical [T Major [] Minor (] Waming

Email Address
( Note: Ifinput two or more E-mail addresses, please separate each address by a semicolon

Select Groups Select WLAN Controlier Select ICX Switch Select Alarm Type

Select Wireless Group

Save

Cancel

The Email Notification section displays the users and their respective email addresses to which email notification are send when alarms are

generated. The section also displays the severity level of those alarms which you have opted to be notified to each user along with the time when

each user was created to receive the notification.

All the available user defined alarms are displayed under the User Customized Alarm section.

The Event Selection section displays all the events which triggers the alarm. These events are categorized under the following five tabs.

e  System Admin
e Mesh

e  Configuration
e Client

e AP Admin

e  Performance

Configuring Alarm Settings

1. Go to System > Alarm Settings. The Alarm Settings page appears.
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Configure the Enable Alarm Light section. When the alarm lights are enabled, they appear on the Help and Logout bar in the upper right
corner of the Web interface.

e To enable the alarm lights (default), select Yes.
e Todisable the alarm lights, select No.
Click the Save button in the Enable Alarm Light section.

In the Email Notification section, configure the email alarm groups, including email addresses to which alarm notifications are sent and
alarm severities.

e To create a new email notification, click Create under the Email Notification section and then:

- In Severity Criteria, select the check boxes for the alarm severity that you want to send notifications for: options include Critical,
Major, Minor and Warning.
- Enter the email addresses to send notifications to; use a semi-colon (;) to separate multiple email addresses.

NOTE

To edit an existing email notification entry, in Email Addresses, click Edit and then in Severity Criteria, select the check boxes
for the alarm severity for which you want to send notifications: options include Critical, Major, Minor and Warning. Also enter
the email addresses to send notifications to; use a semi-colon (;) to separate multiple email addresses. Click the Save button in
the Email Notification section the changes.

From the Select Groups tab, select the wireless groups to be monitored from the list so that email notifications are sent for the alarms
generated for these devices and click Save.

From the Select WLAN Controller tab, select the device to be monitored from the list so that email notifications are sent for the alarms
generated for these devices and click Save.

From the Select ICX Switch tab, select the device to be monitored from the list so that email notifications are sent for the alarms
generated for these devices and click Save.

From the Select Alarm Type tab, select the alarm types which you want to generate for the selected devices and click Save.

In the User Customized Alarm section configure the alarm types by assigning a severity level and setting a threshold value to each alarm
type.

Among others, these alarms include:

® AP # of channel changes: Triggered when the number of channel changes per AP crosses either of the specified thresholds.

o AP # of clients: Triggered when the number of clients per AP crosses either of the specified thresholds.

o AP # of reboot: Triggered when the number of reboots per AP crosses either of the specified thresholds.

® AP lost connection: Triggered when an AP is continuously disconnected for the either of the specified thresholds (numbers of hours).
e AP traffic: Triggered when traffic on an AP crosses either of the specified thresholds (traffic in MB).

®  Unleashed Multi-Site Manager server CPU usage: Triggered when CPU usage on Unleashed Multi-Site Manager crosses either of the
specified thresholds (CPU usage percentage).

e 7D CPU usage: Triggered when CPU usage on a ZoneDirector crosses either of the specified thresholds (CPU usage percentage).
Click the Save button in the User Customized Alarm section.
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Configure the Event Selection section by selecting (enabling) events that trigger alarms.
Events are categorized into the following tabs:

e  System Admin

e Mesh

e  Configuration

e Client

e AP Admin

Select each tab under the Event Selection section, and then select the check boxes for events that trigger alarms. You can also change the
severity level that is assigned to each event.

Click the Save button in the Event Selection section.

You have completed configuring the alarm settings.

User-Customized Alarms

The operator can define customized threshold crossing alarms (alerts) for various events crossing operator-defined thresholds. These alarms can be
sent as SNMP traps to SNMP servers, and/or via an email to a group or user, and/or to a syslog event. Refer to Configuring Alarm Settings on page

113 for configuration instructions.

Setting user customized alerts requires defining two thresholds per event type, and then activating the corresponding alarms for the event type.

For instance, if the event type is AP # of clients and the thresholds are 100 and 200 clients, then Unleashed Multi-Site Manager can send alarms:

When the client count goes up to 100 (send low-threshold alarm set TCA)
When the client count goes up to 200 (send high-threshold alarm set TCA)
When the client count goes down to 200 (send high-threshold alarm clear TCA)
When the client count goes down to 100 (send low-threshold alarm clear TCA)
NOTE

For any alarms to be sent, the SNMP server information and/or email system information must be configured as described in Configuring
Alarm Settings on page 113 before Unleashed Multi-Site Manager can send the alarms.

Available Alarm Event Types

AP # of channel changes (number of channel changes in the last hour)

AP # of clients (number of concurrently connected clients)

AP # of reboot (number of times in the last hour that the AP has rebooted)

AP lost connection (number of hours the AP has been continuously disconnected)

AP traffic (AP traffic, megabytes for the last hour)

Unleashed Multi-Site Manager server CPU usage (Software CPU usage exceeds the threshold X percent 3 times continuously)

ZD CPU usage (ZoneDirector CPU usage exceeds the threshold X percent 3 times continuously).

NOTE
Unleashed networks do not support the ZD CPU Usage alarm.
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Monitoring Alarms

Alarms are a type of event that typically warrants your attention. Alarms are generated by managed access points and ZoneDirector devices and the
software server.

Alarms vary in severity. The following are the four alarm severity levels in Unleashed Multi-Site Manager (from highest severity to lowest severity):

o  C(ritical
e  Major
e  Minor

e  Warning

Monitoring Events

Unleashed Multi-Site Manager keeps a record of all events that occur on the server and managed devices.

The Events section displays system events that have been reported by the managed RUCKUS devices. The List of Events table columns include:
e  Date/Time: When the event occurred.
e  Event Type: RUCKUS designated event title.
e  Sev: Severity of the event.
e  Device Name: Name of the device.

o  Activity: A description of the event.

Event Configuration

This page displays the configured events, configured ZDs and configured task logs.

NOTE
Events can be configured only for ZD. Unleashed does not support event configuration.

FIGURE 64 Event Configuration

Event Configuration

Ewvent Configuration Configured ZDs Config Task Log

Create

D [v] Configuration Name Created On Created By

D 1 Default Event Configuration May. 04 2018 15:20:50 admini@nuckus.com

The Event Configuration tab list all the configured events. The Configured ZDs tab displays all existing Zone Director devices. You can filter the
displayed out put based on the selection you make from the Select a ZD view drop-down. This can be further filtered by creating a raw based filter
query based on IP Address, IPV6 Address, Controller name, Model, and Serial Number.
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Multiple filter queries can be clubbed by clicking the "+" sign against each query row. Once all your filter queries are entered, click te Query button
on the bottem right corner of the page to run the query and fetch the result. The result is displayed in the List of ZDs section.

FIGURE 65 Filtering Configured ZDs

Ewvent Configuration Configured £Ds Config Task Log

List of ZD Configurations

Group: | All Devices w
Filters
Filter Rows Where: | Contraller Name v | Exactly equals «|[ and +
Query
Controller Name IP Address IPvE Address Model Serial Number Configuration

Mo data available.

To create a new event configuration, click the Create a New Event Configuration button. The poge gets refreshed to display the New Event

Configuration section.
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FIGURE 66 New Event Configuration

Event Configuration Configured ZDs Config Task Log

Create

DID

D 1

Configuration Name Created On Created By

Default Event Configuration May. 04 2018 15:20:50 admin@ruckus.com

New Event Configuration

New Event Configuration Name:

System Admin Mesh Configuration Client AP Admin Perfarmance

K& KK R KA CO

Event Type Description

ZoneDirector mesh AP uplink dis Uplink disconnect

Admin restarted System restarted

Admin restart System is restarted by administrator.

Admin shutdown System is shutdown by administrator.

Admin upgrade System is upgraded.

Admin replace cert SSL certificate is being replaced by administrator.
Admin replace privatekey Private key is being replaced by administrator.

Enter a name for the configuration in the New Event Configuration Name text field. All available event types are calcified under the System Admin,
Mesh, Configuration, Client, AP Admin and Performance tabs. Make selections as required under these tabs and click the Save button on the
bottom right corner of the page, to save the new configuration. The newly created configuration will now appear under the Event Configuration
tab.

The list of task logs are displayed under the Config Task Log tab.
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FIGURE 67 Task Logs

Event Configuration

Event Configuration Configured ZDs Config Task Log

1=} Task Name Created On

MNa data availabla.
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Configuring Unleashed Multi-Site Manager Behind the NAT
Server

You can configuring Unleashed Multi-Site Manager behind the NAT Server

Ensure that the following software requirements are met before installing the software.

CentOS release 6.5 (64 bit)
CentOS release 7.1 (64 bit)
Red Hat Enterprise Linux Server release 6.5 (64 bit)
Red Hat Enterprise Linux Server release 7.1 (64 bit)

Before installing this version of Unleashed Multi-Site Manager, you must upgrade Openssl and its library to the right Linux version as specified:

RedHat or CentOS 6.x: Openssl 1.0.1 or later
RedHat or CentOS 7.x: Openssl 1.0.2 or later

For example, you can issue this command to upgrade Openssl| version with Linux:

yum upgrade openssl 1.0.2

1.

Install Unleashed Multi-Site Manager. See the Installing and Upgrading Unleashed Multi-Site ManagerUnleashed Multi-Site Manager
section of the Unleashed Multi-Site Manager User Guide

Login to the NAT server.
By default, Unleashed Multi-Site Manager uses port 9443 and 22 to bring up the SSH tunnel. Ensure you allow these ports on your firewall

and map them to the Unleashed Multi-Site Manager server on your NAT server.

If Unleashed Multi-Site Manager is managing ICX switches, ports 443 and 22 are used to bring up the SSH Tunnel. These ports are not
configurable on the switch, so ensure the ports are mapped to Unleashed Multi-Site Manager on the NAT server.
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3. Create port forwarding rules: TCP: UMM IP: 9443, TCP: UMM IP: 443 and TCP: UMM |P: 22

FIGURE 68 Sample Port Forwarding Rule for Ports 22 and 9443

Create a new port forwarding rule

o
Appliestion: | LM S5 Turine
WAN Port:
LANP Address: i
Lan Pare: 0443
Protocor | TCP
Application: | UMM
WAN Port: | 343
LAN TP Address: | 152165 1.1
LAN Port: | 443
Protosol: | TCP
o« B

Configuring Unleashed Multi-Site Manager In Front of NAT
Server

You can configure Unleashed Multi-Site Manager in front of the NAT Server

Ensure that the following software requirements are met before installing the software.
e  CentOS release 6.5 (64 bit)
e CentOS release 7.1 (64 bit)
e  Red Hat Enterprise Linux Server release 6.5 (64 bit)

e  Red Hat Enterprise Linux Server release 7.1 (64 bit)

Before installing this version of the software install jemalloc. Follow these steps to install jemalloc:
e Download jemalloc based on your linux version from http://pkgs.org/download/libjemalloc.so.1()(64bit).

e Upload jemalloc to the software server and install it with command:
rpm -Uvh
jemalloc-3.6.0-1.e16.x86 64.rpm

Before installing this version of Unleashed Multi-Site Manager, you must upgrade Openss| and its library to the right Linux version as specified:
e  RedHat or CentOS 6.x: Openssl 1.0.1 or later
e  RedHat or CentOS 7.x: Openssl 1.0.2 or later
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For example, you can issue this command to upgrade Openssl version with Linux:
yum upgrade openssl 1.0.2
1. Install Unleashed Multi-Site Manager. See the Installing and Upgrading Unleashed Multi-Site Manager section of the Unleashed Multi-Site
Manager User Guide
2. Login to the NAT server.

By default, Unleashed Multi-Site Manager uses port 9443, 443 and 22 to bring up the SSH tunnel. Ensure you allow these ports on your
firewall.

Configuring the 200.6 Unleashed Setup

To allow Unleashed Multi-Site Manager to monitor and manage Unleashed devices, you must enable software management in the Unleashed
device and register the device with Unleashed Multi-Site Manager. This procedure is applicable for Unleashed device versions 200.6 and later.
1. Upload the Unleashed license as described in Uploading a License File on page 80.
There are two types of Unleashed Multi-Site Manager licenses files; one for ZoneDirector and the other for Unleashed. Ensure you select

the correct file.
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Generate and Apply the Unleashed ID: Each unleashed network has an ID which is automatically generated by the system. You can renew
this ID by clicking Generate from the Unleashed web interface and then apply it to the network. The 'Unleashed ID' is reset during set
factory, and overwritten when the configuration is restored (when you choose the restore option as Restore everything). Unleashed Multi-
Site Manager uses the 'Unleashed ID' to identify the unleashed network, and whenever the 'Unleashed ID' is renewed or reset, Unleashed

Multi-Site Manager regards it as a new unleashed device.

FIGURE 69 Generating Unleashed ID
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FIGURE 70 Unleashed - Restore Configuration
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Configuring ZoneDirector & 200.5 Unleashed Behind NAT Server

3. Enable software management from Unleashed web interface:

a) Go to Admin & Services > Administer > Network Management > Unleashed Multi-Site Manager Management.

b) Select the Enable management by Unleashed Multi-Site Manager check-box.
Configure the following:

e  URL: The IP address or URL of the software server.

e Interval: the time interval (in minutes) within which the Unleashed device sends the TR069 information to Unleashed Multi-Site

Manager. It is recommended that you configure this interval according to your network capacity.

FIGURE 71 Enabling Unleashed Multi-Site Manager Management
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4. Login to the Unleashed Multi-Site Manager web interface and go to Devices. The Unleashed device will be registered and displayed.

5. Login to the Unleashed Multi-Site Manager web interface, and go to Devices.

You will see the unleashed devices.

You have successfully set up the Unleashed devices and registered the them for Unleashed Multi-Site Manager to monitor.

Configuring ZoneDirector & 200.5 Unleashed Behind NAT

Server

ZoneDirector and 200.5 Unleashed do not support SSH tunnels. Therefore for these devices behind the NAT server, it is recommend to enable the
Management Interface, add one 443 port mapping on the NAT server and then configure the external port to the Unleashed Multi-Site Manager.

1. Upload the Unleashed license as described in Uploading a License File on page 80.

There are two types of Unleashed Multi-Site Manager licenses files; one for ZoneDirector and the other for Unleashed. Ensure you select

the correct file.
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2. Enable and configure the management interface according to your network from ZoneDirector web interface:
a) Go to Configure > System > Network Management.
b) In FlexMaster Management, select the Enable IPv4 Management Interface check-box.
Configure the following:
o |P Address: enter IP address of the software server.

o  NetMask: enter the netmask IP address.

FIGURE 72 Enabling and Configuring the Management Interface on ZD

Management Interface

« Enable IPv4 Management Interface

IP Address™ 172.18.356

Netmask®

Default gateway is connected with this interface

Access VLAN* 1

3. Enable and configure the management interface according to your network from 200.5 Unleashed web interface:
a) Go to Admin & Services > System > IP Setting > Management Interface.
b) Select the Enable management by Unleashed Multi-Site Manager check-box.
Configure the following:
o  URL: The IP address or URL of the software server.

e Interval: the time interval (in minutes) within which the Unleashed device sends the TR069 information to Unleashed Multi-Site
Manager. It is recommended that you configure this interval according to your network capacity.

FIGURE 73 Enabling Unleashed Multi-Site Manager Management
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4. Login to the NAT server and map the LAN port to 443. Create a port forwarding rule: TCP: management IP: 443

FIGURE 74 Sample Port Mapping

Create a new port forwarding rule

Application:

WAN Port: | 9557
LAM IP Address: 172.18.35.6
LAN Port: 443

Protocol: TCP v
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Generate and Apply the Unleashed ID: Each unleashed network has an ID which is automatically generated by the system. You can renew
this ID by clicking Generate from the Unleashed web interface and then apply it to the network. The 'Unleashed ID' is reset during set
factory, and overwritten when the configuration is restored (when you choose the restore option as Restore everything). Unleashed Multi-
Site Manager uses the 'Unleashed ID' to identify the unleashed network, and whenever the 'Unleashed ID' is renewed or reset, Unleashed

Multi-Site Manager regards it as a new unleashed device.

FIGURE 75 Generating Unleashed ID
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FIGURE 76 Unleashed - Restore Configuration
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Configuring ZoneDirector & 200.5 Unleashed Behind NAT Server

6. Enable Unleashed Multi-Site Manager management from Unleashed web interface:
a) Go to Admin & Services > Administer > Network Management > Unleashed Multi-Site Manager Management.
b) Select the Enable management by Unleashed Multi-Site Manager check-box.
Configure the following:
e  URL: The IP address or URL of the software server.
o Interval: the time interval (in minutes) within which the Unleashed device sends the TR069 information to Unleashed Multi-Site
Manager. It is recommended that you configure this interval according to your network capacity.
FIGURE 77 Enabling Unleashed Multi-Site Manager Management
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7. Enable Unleashed Multi-Site Manager management from ZoneDirector web interface:
a) Go to Configure > System > Network Management.
b) In FlexMaster Management, select the Enable management by FlexMaster check-box.

Configure the following:
o  URL: The IP address or URL of the software server.

Interval: the time interval (in minutes) within which the ZoneDirector device sends the TR069 information to the Unleashed

Multi-Site Manager. It is recommended that you configure this interval according to your network capacity.

FIGURE 78 Enabling Unleashed Multi-Site Manager Management on ZD

FloxMaster Managoemsnt

E nfar T Fleohlasior senser URL and sot the bme inferval at which ZoneDeecior will send status updales bo Figxailaster

« Enable mansgemsent by FlozMasied
URL  hitpsadf | 17215426

fiterval | 1 sl

[\Hl SO RN COntac iﬂ"“r-— £ MFFEATAN])  Refresh

Login to the Unleashed Multi-Site Manager web interface and go to Devices. You will see the ZD and Unleashed devices.
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8. Inthe Unleashed Multi-Site Manager web interface, go to Devices. Select the device which is behind the NAT server, and click Edit.

Configure the values.

FIGURE 79 Configuring External Ports
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9. Click Save. The external port which you configured in step 3 is submitted.

Configuring ZoneDirector & 200.5 Unleashed In Front of

the NAT Server

You can configure ZoneDirector & 200.5 Unleashed in front of the NAT Server.

1. Upload the Unleashed license as described in Uploading a License File on page 80.

There are two types of Unleashed Multi-Site Manager licenses files; one for ZoneDirector and the other for Unleashed. Ensure you select

the correct file.
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Configuring ZoneDirector & 200.5 Unleashed In Front of the NAT Server

2. Enable and configure the management interface according to your network from 200.5 Unleashed web interface:
a) Go to Admin & Services > Adminster > Network Management > Unleashed Multi-Site Manager Management.
b) Select the Enable management by Unleashed Multi-Site Manager check-box.
Configure the following:
o  URL: The IP address or URL of the software server.

o Interval: the time interval (in minutes) within which the Unleashed device sends the TR069 information to Unleashed Multi-Site
Manager. It is recommended that you configure this interval according to your network capacity.

FIGURE 80 Enabling Unleashed Multi-Site Manager Management
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3. Enable and configure the management interface according to your network from ZoneDirector web interface:
a) Go to Configure > System > Network Management.
b) In FlexMaster Management, select the Enable Management by FlexMaster check-box.
Configure the following:
o  URL: The IP address or URL of the software server.

o Interval: the time interval (in minutes) within which the Unleashed device sends the TR069 information to Unleashed Multi-Site
Manager. It is recommended that you configure this interval according to your network capacity.

FIGURE 81 Enabling Unleashed Multi-Site Manager Management on ZD
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4. Login to the Unleashed Multi-Site Manager web interface and go to Devices. The ZD and 200.5 Unleashed devices will be listed.
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Zero Touch Deployment Setup Example

1. Backup the Unleashed configuration via Unleashed Ul or you can register the Unleashed to UMM and backup the Unleashed configuration
via UMM backup task and download it to your laptop.

RUCKUS Unleashed Multi-Site Manager User Guide, 2.5
132 Part Number: 800-72985-001 Rev A



2. Provision the Zero Touch Deployment rule on UMM server.

Appendix
Zero Touch Deployment Setup Example

a) Login to UMM WebUI and go to the Unleashed-Zero Touch Deployment page.

b) Click the 'Create' Icon to create a new Zero Touch Deployment rule.

RUCKUS™

an ARRIS company

== Create

Rule Name

Unleashed-Zero Touch
Default Rule

Reports

Administration

Unleashed-Zero Touch Deployment

To download an example rule click here

_",Impori Rule

Config Template Name Group

Wireless Networks

c) Enter the Deployment Rule name and select the Device Group from the Assign To Group drop-down menu.

Whenever UMM apply this rule, it will move the Unleashed to the selected group automatically. And if your group is not in the list,

+
you can click ( ) icon to add the new group.

Create New

T

Astgn Unleasrad 10 group and Matods tha salected conhguratssn file

Assign To Group gy a @

Rasionp Confguiation

Wireloss Mebworks + !
Unleashed networks malch belo ' @plied 10 ™is ke
Con b Tarmnpdars Narma
Mac Aodres List . For scarmpbe Mo Cick hom
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d) Enter the Deployment Rule name and select the Device Group from the Assign To Group drop-down menu.

e) Enable the Restore Configuration option and select the configuration file from the drop-down menu or click ( ) to upload new

Create New

Deployment Rule

Assign Unleashad to group and restore the selected configuration file

Assign To Group Wiraless Netwarks - +

Restore Configuration W Salect backup file 1o restore

Unleashed networks match below Template Name or Mac Address will be applied to this rule

Config Template Name

Mac Address List For example file click here

ol el 1922 11111191 I Mac Ad

Restore configurationfile.

x

Cancel

f)  Match the Config Template Name with the Config Template Name received from Unleashed and make sure to provision the same

'Config Template Name' on both UMM and Unleashed.

g) Use the Mac Address List to match the rule against Unleashed Master AP and Click OK to save the rule..

Create New x

* Deployment Rule

Assign Unleashed to group and restore the selected configuration file
Assign To Group Wiralass Networks - +

Restere Configuration ¥ Select backup fite (o restone

Unleashed networks match balow Template Name or Mac Address will be applied to this rule

Config Template Name
Mac Address List For example file click here

mport Mac Address
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3. Initiation of Unleashed manually.
a) Power up the AP.
b) Inthe Setup Wizard, click UMM Install and enter the following parameters:
e UMM Domain/IP: the IP of the UMM server.

o Config Template Name: make sure that the name inside the UMM rule matches to the Zero Touch Deployment rule in the UMM

server.
e  System Name: the name of your Unleashed.
c) Click Next to connect the Unleashed to the UMM server and the configuration file downloads automatically.
4. Initiate Unleashed AP by DHCP
a) Add the following options to the DHCP configured file (etc/dhcp/dhcpd.conf)

option space ruckus_info;
option ruckus info.ummtag code 2 = text;

option ruckus_info.ummiplist code 1 = text;

vendor-option-space ruckus_info;

option ruckus info.ummiplist "ummtestl.com, 10.223.5.230:9444"; //the UMM IP
option ruckus_info.ummtag "noupgrade"; // the Config Template Name

b) Make sure the AP is in set factory status before powering on the AP.

AP receives the UMM IP and Config Template Name from the DHCP server and the Zero Touch Deployment is initiated.

5.  Whenever there is an Unleashed match the Zero Touch Deployment rule, UMM creates a Zero Touch Deployment task in the Task page
and displays the status of the deployment.

6. Check the status of Zero Touch Deployment in the task page.

Whenever there is an Unleashed match the Zero Touch Deployment rule, UMM creates a Zero Touch Deployment task in the Task page.

”RU_CKUS‘- [0} r'y = *
‘ e anss iy (IR sdwnirucoscom  Hep
Tasks
o | oo
Task Name Task Type ‘Schedule Status Configuration File Creal

Dwifaut Ruibackupd 1191215154023 _uni2

backusi 1201451 S5 backup B0 101 21 145186 _nd21%

110 of 28 showm -
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Setting Up Unleashed Multi-Site Manager as a Virtual

Machine

You can setup Unleashed Multi-Site Manager as a virtual machine, where, the VM image is a VMWare EXSI image that integrates the software with

CentOS 6.10.

Minimum hardware requirements:
e 8 GB memory
e  4*1 processors

e 50 GB hard disk

You can only use VMWare EXSI images to create a VM, and it is recommend to use EXSI version 6.5.

1. Login to the VMware ESXI interface and go to Virtual Machines.

FIGURE 82 Registering the VM

2. Click Create/Register VM.

The New virtual machine page appears.

FIGURE 83 Creating a VM
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*
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Next Finish Cancel

3. Select Deploy virtual machine from an OVF or OVA file and click Next.
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4. Type the name virtual machine and select the VM_UMM_2.2.0.0.40.ova file.

FIGURE 84 Selecting the OVA File
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5. Click Next.

Continue to click Next for the consequent screens, and click Finish to complete the VM creation.

After you power off the device, you can edit the VM settings. You can change settings for the CPU, memory and hard disk according to

your lab requirement.

FIGURE 85 Editing VM Settings
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6. Power on the VM and wait several minutes to login to Unleashed Multi-Site Manager.

After you login, you can do the following:
o  Change the root password for your Linux account. See Changing the Linux Password on page 146 for more information.

e Change the login credential for Unleashed Multi-Site Manager. See Changing the Login Information for the Virtual Machine on page
146 for more information.

e Change the login credentials for the database. See Changing the Login Credentials to Access the Database on page 147 for more
information.
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7. Using SSH, establish a connection with Unleashed Multi-Site Manager to change the time zone and date. See the following example.
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[root@localhost ~]# date
Fri Jun 29 04:14:46 EDT 2018

[root@localhost ~]# tzselect

Please identify a location so that time zone rules can be set correctly.

Please select a continent or ocean.
1) Africa

2) Americas

3) Antarctica

4) Arctic Ocean

5) Asia

6) Atlantic Ocean

7) Australia

8) Europe

9) Indian Ocean

10) Pacific Ocean

11) none - I want to specify the time zone using the Posix TZ

#25

Please select a country.

1) Afghanistan 18) Israel 35) Palestine

2) Armenia 19) Japan 36) Philippines

3) Azerbaijan 20) Jordan 37) Qatar

4) Bahrain 21) Kazakhstan 38) Russia

5) Bangladesh 22) Korea (North) 39) Saudi Arabia
6) Bhutan 23) Korea (South) 40) Singapore

7) Brunei 24) Kuwait 41) Sri Lanka

8) Cambodia 25) Kyrgyzstan 42) Syria

9) China 26) Laos 43) Taiwan

10) Cyprus 27) Lebanon 44) Tajikistan

11) East Timor 28) Macau 45) Thailand

12) Georgia 29) Malaysia 46) Turkmenistan

13) Hong Kong 30) Mongolia 47) United Arab Emirates
14) India 31) Myanmar (Burma) 48) Uzbekistan

15) Indonesia 32) Nepal 49) Vietnam

16) Iran 33) Oman 50) Yemen

17) Irag 34) Pakistan
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#29

Please select one of the following time zone regions.
1) Beijing Time

2) Xinjiang Time

#21

The following information has been given:

China

Beijing Time

Therefore TZ='Asia/Shanghai' will be used.

Local time is now: Fri Jun 29 16:14:59 CST 2018.
Universal Time is now: Fri Jun 29 08:14:59 UTC 2018.

Is the above information OK?

1) Yes
2) No
#21

You can make this change permanent for yourself by appending the line
TZ='Asia/Shanghai'; export TZ
to the file '.profile' in your home directory; then log out and log in again.

Here is that TZ value again, this time on standard output so that you
can use the /usr/bin/tzselect command in shell scripts:
Asia/Shanghai

[root@localhost ~]# vi /etc/sysconfig/clock //change to ZONE="Asia/Shanghai"

[root@localhost ~]# rm -rf /etc/localtime

[root@localhost ~J# In -s /usr/share/zoneinfo/Asia/Shanghai /etc/localtime

[root@localhost ~]# cat /etc/sysconfig/clock

ZONE="Asia/Shanghai"

[root@localhost ~]# date -s 7/12/2018

Thu Jul 12 00:00:00 CST 2018

[root@localhost ~]# date -s 11:34:30

Thu Jul 12 11:34:30 CST 2018

[root@localhost ~]# date

Thu Jul 12 11:34:32 CST 2018
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8.

If you have modified the VM settings (refer Step 6), then you can change the size of the linux hard disk as well. See the following example.

[root@localhost ~]# df -h

Filesystem Size Used Avail Use% Mounted on
/dev/mapper/VolGroup-1lv_root 44G 7.5G 35G 19% /

tmpfs 7.8G 0 7.8G 0% /dev/shm

/dev/sdal 485M 32M 428M 7% /boot

[root@localhost ~]# fdisk -I

Disk /dev/sda: 322.1 GB, 322122547200 bytes

255 heads, 63 sectors/track, 39162 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: 0x00057088

Device Boot Start End Blocks Id System

/dev/sdal * 1 64 512000 83 Linux

Partition 1 does not end on cylinder boundary.
/dev/sda2 64 6528 51915776 8e Linux LVM

Disk /dev/mapper/VolGroup-lv_root: 47.8 GB, 47789899776 bytes
255 heads, 63 sectors/track, 5810 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: 0x00000000

Disk /dev/mapper/VolGroup-lv swap: 5368 MB, 5368709120 bytes
255 heads, 63 sectors/track, 652 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: 0x00000000

[root@localhost ~]# fdisk /dev/sda

WARNING: DOS-compatible mode is deprecated. It's strongly recommended to
switch off the mode (command 'c') and change display units to
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sectors (command 'u').

Command (m for help): n

Command action

e extended

p primary partition (1-4)

p

Partition number (1-4): 3

First cylinder (6528-39162, default 6528):

Using default value 6528

Appendix
Setting Up Unleashed Multi-Site Manager as a Virtual Machine

Last cylinder, +cylinders or +size{K,M,G} (6528-39162, default 39162):

Using default value 39162
Command (m for help): t
Partition number (1-4): 3

Hex code (type L to list codes): 8e

Changed system type of partition 3 to 8e (Linux LVM)

Command (m for help): wq

The partition table has been altered!

Calling ioctl() to re-read partition table.

WARNING: Re-reading the partition table failed with error 16: Device or resource busy.

The kernel still uses the old table. The new table will be used at
the next reboot or after you run partprobe (8) or kpartx(8)

Syncing disks.

[root@localhost ~]# fdisk -I
Disk /dev/sda: 322.1 GB, 322122547200 bytes

255 heads, 63 sectors/track, 39162 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk identifier: 0x00057088

Device Boot Start End Blocks Id System
/dev/sdal * 1 64 512000 83 Linux

Partition 1 does not end on cylinder boundary.
/dev/sda2 64 6528 51915776 8e Linux LVM

/dev/sda3 6528 39162 262139965 8e Linux LVM
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Disk /dev/mapper/VolGroup-lv_root: 47.8 GB, 47789899776 bytes
255 heads, 63 sectors/track, 5810 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk identifier: 0x00000000

Disk /dev/mapper/VolGroup-lv _swap: 5368 MB, 5368709120 bytes
255 heads, 63 sectors/track, 652 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk identifier: 0x00000000

[root@localhost ~]# reboot

Broadcast message from root@localhost.localdomain

(/dev/pts/0) at 16:22

The system is going down for reboot NOW!

[root@localhost ~1#

login as: root

root@172.18.42.209's password:

Last login: Fri Jun 29 16:19:13 2018 from 172.18.169.4

[root@localhost ~]# partprobe

Warning: the kernel failed to re-read the partition table on /dev/sda (Device or resource
busy). As a result, it may not reflect all of your changes until after reboot.
[root@localhost ~]# partprobe /dev/sda3

[root@localhost ~]# pvcreate /dev/sda3

Physical volume "/dev/sda3" successfully created

[root@localhost ~]# df -h

Filesystem Size Used Avail Use% Mounted on
/dev/mapper/VolGroup-1lv_root 44G 7.5G 35G 19% /
tmpfs 7.8G 0 7.8G 0% /dev/shm

/dev/sdal 485M 32M 428M 7% /boot

[root@localhost ~]# vgextend VolGroup /dev/sda3

Volume group "VolGroup" successfully extended

[root@localhost ~]# vgdisplay
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-—— Volume group —

VG Name VolGroup

System ID

Format lvm2

Metadata Areas 2

Metadata Sequence No 4

VG Access read/write

VG Status resizable

MAX LV O

Cur LV 2

Open LV 2

Max PV 0

Cur PV 2

Act PV 2

VG Size 299.50 GiB

PE Size 4.00 MiB

Total PE 76672

Alloc PE / Size 12674 / 49.51 GiB

Free PE / Size 63998 / 249.99 GiB

VG UUID 5Y1cZA-1N5n-Mlkd-cK2c-8UNP-Losa-DPKyst

[root@localhost ~]# Ivresize -L +249.99G /dev/VolGroup/Iv_root

Rounding size to boundary between physical extents: 249.99 GiB
Extending logical volume lv_root to 294.50 GiB

Logical volume 1lv_root successfully resized

[root@localhost ~]# resize2fs /dev/VolGroup/Iv_root

resize2fs 1.41.12 (17-May-2010)

Filesystem at /dev/VolGroup/lv_root is mounted on /; on-line resizing required
old desc blocks = 3, new desc blocks = 19

Performing an on-line resize of /dev/VolGroup/lv_root to 77201408 (4k) blocks.
The filesystem on /dev/VolGroup/lv_root is now 77201408 blocks long.
[root@localhost ~]# df -h

Filesystem Size Used Avail Use% Mounted on
/dev/mapper/VolGroup-1lv_root 290G 7.6G 268G 3% /

tmpfs 7.8G 0 7.8G 0% /dev/shm

/dev/sdal 485M 32M 428M 7% /boot
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9. Restart Unleashed Multi-Site Manager. Issue the commands as shown in the following example.

[root@localhost ~]# cd /home/UMM/

[root@localhost UMMI# ./restart.sh

Restarting UMM...

After a few minutes, you will be able to login to the Unleashed Multi-Site Manager interface.

Hardware Requirements and Specifications

The amount of memory and CPU power required on the Unleashed Multi-Site Manager server depends on the number of ZoneDirector devices and

APs that software is to manage, and on the system configuration.

Refer to the following table as the examples of the minimum recommended RAM and CPU for the hosting computer.

TABLE 13 Recommended hardware specifications

Managed Devices RAM CPU
Up to 40 Unleashed/ZD network | 16 GB 4 core processor such as 3.30 GHz Intel® Core
with total 2000 APs i5-3550 or equivalent

Up to 100 Unleashed network
with 200 AP + 100 ICX switch

Up to 200 Unleashed/ZD 64 GB 32 core processor such as 2 GHz Dell R710
network with total 20000 APs platform with Xeon® E5-2650 or equivalent

Up to 1000 Unleashed network
with total 2000 APs+ 1000 ICX
switch

Changing the Login Information for the Virtual Machine

You can change the login credentials that you use to login to Unleashed Multi-Site Manager.
Using SSH, establish a connection with Unleashed Multi-Site Manager.

Goto /home/UMM/support files.

Execute the command /upgradeUser.sh /home/UMM.

Enter the old username and password.

LA

Enter the new username and password.
NOTE
The default Unleashed Multi-Site Manager login credentials are as follows:
a. username: admin@ruckus.com

b. password: admin

The default Unleashed Multi-Site Manager installation folder is /home / UMM.

Changing the Linux Password

You can change the root password for your Linux account.

Follow these steps:

146

Hard Disk Space Purge Policy

7 days

7 days
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Using SSH, establish a connection with Unleashed Multi-Site Manager.
Execute the command passwd root.
Enter the old password.
Enter the new password.
NOTE
The default Linux login credentials are as follows:
a. username: root

b. password: ruckus

Changing the Login Credentials to Access the Database

You can change the username and password for the Unleashed Multi-Site Manager database.

Follow these steps:

1.

2
3
4.
5

Using SSH, establish a connection with Unleashed Multi-Site Manager.
Goto /home/UMM/support files.

Execute the command ./setDBPassword.sh.

Enter the old username and password.

Enter the new username and password.

The default MariaDB password in admin.

Configuring ICX Switches

To allow Unleashed Multi-Site Manager to monitor and manage ICX switches, you must enable software management in the switch and register the

device with Unleashed Multi-Site Manager.

1.

Upload the Unleashed license as described in Uploading a License File on page 80.

Appendix
Configuring ICX Switches

There are three types of Unleashed Multi-Site Manager licenses files; one for ZoneDirector, one for switch and the other for Unleashed.

Ensure you select the correct file.
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2. Enable Unleashed Multi-Site Manager on the switch:

There are two ways to make an ICX switch aware of the Unleashed Multi-Site Manager's IP address - one is using DHCP option 43, and the

other is using manual configuration through ICX commands.

e  Manually configuring the Unleashed Multi-Site Manager IP Address on a switch includes issues the sz active-list <IP address>.

3. You can view the status of the Unleashed Multi-Site Manager connection using the show sz status command.

148

Example:

SSH@Freddy-ICX7150-48PF-Router>enable

No password has been assigned yet...
SSH@Freddy-ICX7150-48PF-Router#configure terminal
SSH@Freddy-ICX7150-48PF-Router (config) #sz active-list 10.223.5.230

Configuring DHCP to send Unleashed Multi-Site Manager IP addresses to ICX switches using DHCP Option 43, includes the following

steps as shown in the example:

a. Configure DHCP Option 43 on the DHCP server using the RKUS.scg-address to identify the Unleashed Multi-Site Manager IP

addresses.

Unleashed Multi-Site Manager IP addresses are sent with 6 as the sub-option value. The switch ignores all other data in DHCP
Option 43 if Unleashed Multi-Site Manager IP addresses are present. Example:

subnet 192.168.12.0 netmask 255.255.255.0 {
range 192.168.12.100 192.168.12.199;

option routers 192.168.12.1;

option subnet-mask 255.255.255.0;

option broadcast-address 192.168.12.255;
option ntp-servers 192.168.11.22;

class "Ruckus AP" {

match if option vendor-class-identifier = "Ruckus CPE";
option vendor-class-identifier "Ruckus CPE";
default-lease-time 86400;
vendor-option-space RKUS;

option RKUS.scg-address "192.168.11.200";

}
}

Example:

SSH@Freddy-ICX7150-48PF-Routerfshow sz status

Config Status: None

State: SZ SSH CONNECTED

Active List

DHCP Option 43

DHCP Opt 43 List
Passive List

Merged List

Merged Idx: O Ip

SZ IP Used
SZ Query Status

SZ Agent State Info

Operation Status: Enabled
Prev State: SZ SSH CONNECTING Event: NONE
10.223.5.230
No
None
None
10.223.5.230
10.223.5.230

10.223.5.230

Response Received

SSH Tunnel Status -
Tunnel Status
CLI IP/Port
SNMP IP/Port
Syslog IP/Port

Timer Status

Established
10.223.5.230/40005
10.223.5.230/30005
127.0.0.1/6514

Not Running
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4. You can use the sz-disconnect command to disconnect the ICX switch from the current connection with Unleashed Multi-Site Manager,
and initiate a new connection based on the currently available list of Unleashed Multi-Site Manager IP addresses.
Example:
ICX# sz disconnect
SZ Disconnect initiated...
5.

Login to the Unleashed Multi-Site Manager web interface and go to Devices and to see the ICX switch within the Switch group.
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